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Artist, Writer, ResearcherEN/FR/RU
Over the past decade as a practicing visual artist, I’ve studied across dis-
ciplines extensively before devising a methodology utilising the tools of 
forensic research, visual anthropology, and philosophy to addresses con-
temporary conflict representation in media and art. Combining images, 
texts, videos, and documents, my past works map the relationships be-
tween networks of violence, the politics of media visibility, and acts of 
deliberate blindness; how what we choose to see depends on what we 
choose to un-see and who has the authority to show it.
I currently divide my time between a number of collaborative art and tech-
nology initiatives, new research into speculative, and historical relations 
between technology, animals, and cultural, environmental and political 
violence.

maribastashevski@gmail.com +41787461869www.maribastashevski.com
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STATE BUSINESS
Images, Texts, Documents2010-2018

State Business is a decade long work, transborder work, that 
combines media and social theories with investigative research 
in order to explore the relationship between the state, compa-
nies, and media which not only sustains crises as the status quo 
but produces new territories of sovereignty. The work questions 
whether a non-participatory representation of conflict is at all 
possible in the current media regime, and, if so, which kind of 
image of war it will be.

The photographic element of this work is situated in the space 
non-event that Francois Ewald Cooper identifies as the catastro-
phe ever-approaching, one that provokes a perpetual fear of an 
unidentifiable threat without end.

Locating and entering such spaces required filing Freedom of 
Information Act (FOIA) requests, extensive data and field re-
search, and correspondence with various experts in multiple 
fields. These activities aimed at creating a situation in which an 
artist can find herself face to face with the subjects of power 
traditionally protected from civilian inquiry by state or corporate 
secrecy. The obsessive inquiry in this case was not driven by a 
journalistic impulse for an exclusive insight into a previously un-
known truth, but by a necessity to devise new methods by which 
we can understand, hack, and generate cracks in the culture of 
uninterrupted and automated production of war.
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Bonniers Konsthall
Stockholm
 Sweden

2017

State Business 
Exhibition View
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Throughout this work I relied on photography as both a point in the tra-

jectory of each chapter and a performative element, allowing the artist 

to enter the spaces of non-events.  Once there – at a press conference, 

a security desk, a barbed wire fence – I often faced a summary rejection. 

But whenever that happened, I asked the subjects I wished to photograph 

how far the rejection stretched, allowing them then to delineate their own 

perimeter of power: at the front door? from the street? The distance they 

established was revealed in the exhibitions of this work.

Ironically, this makes the process behind the photographs in State Busi-

ness non-photographic. The ubiquitous surfaces of power may look banal 

and innocuous  but they are many degrees removed from the conflicts or-

chestrated inside them and, once identified, are summarily protected from 

an artist by red tape.

This research was broken into introduction and overview, six intercon-

nected case studies with an introductory essay to each, and a conclusion 

that presents ideas for the future. In each of the chapters I attempt to re-

construct a narrative by tracing a trajectory of a specific business transac-

tion that I’d argue eventually resulted in very real causalities with a culprit. 

Each chapter unpacks the connections between the actors in a manner 

that cuts through all established notions of The Other as enemy, arguing 

that The Other is always engineered and artificially manufactured (not as 

a deliberate conspiracy) in service of the conflict economy.

Chapter I

Chapter one, “Emergency Managers”, reconstructs the business deal that 

led to the poisoning of the African-American community in Flint, Michi-

gan. If lead poisoning of the predominantly African-American citizens of 

Flint was an event, it was an event without a date and location. The Flint 

water crisis was not home-grown. It developed within an internal network 

of local state and national businesses, in Michigan and Washington, D.C. 

think tanks or government offices, and at a multi-billion dollar corporate 

estate in France. It built up over the years in a succession of small steps, 

each leading towards the mass-poisoning and each made reasonable with 

a promise of expertise, growth, and improvement for a city of people who 

were excluded from this network on the grounds of class differences, 

framed under the catch-all umbrella of insufficient expertise, rendering 

the exclusion politically correct, in line with the current standards of man-

agerial democracy. While countless links of causality between structural 

and systemic racism, capitalism, and class politics have been unveiled by 

lawyers and academics working within the Flint community, on every prac-

tical level the issue of Flint is still addressed as a problem of infrastructure 

that can be cured by a mix of engineering experts and injections of cash, 

using the same normative sets of definitions employed by those offering 

perpetual remediation.

Chapter II

Chapter two tracks a simultaneous transfer of weapons to both partici-

pants of the frozen conflict in Nagorno-Karabakh, a contested territory 

between Azerbaijan and Armenia that has been fought over for 20 years. 

Between 4 May 2010 and 2 February, 2011 conflict armament research-

ers tracked at least 39 IL-76 cargo flights departing from Montenegro to 

a military airport in Erebuni, Armenia, carrying dangerous cargo. At least 8 

IL-76 cargo flights departed from Ukraine for Azerbaijan carrying danger-

ous cargoes simultaneously.  Additional dangerous cargo flights departed 

from Ukraine for Armenia at the same time. Most were designated for Na-

gorno-Karabakh, with exception to a percentage for further trading with 

neighbouring countries. At least 40 different actors from geographies far 

beyond the origin and destination of this cargo were in some way directly 

involved in the organisation and logistical processing of these transactions, 

each fully aware of the other. A head of Ukrimportexport, an Ukrainian 

arms subsidiary, called this example an ethical practice: “As soon as we sell 

something to the Armenians, we call the MOD in Azerbaijan and they buy 

ten-fold!”

Chapter III

Chapter three investigates the sale of monitoring centres and internet sur-

veillance commodities by Israeli, US, and European companies to govern-

ments of Saudi Arabia, Uzbekistan, Turkmenistan, Mexico, and Bahrain.

While cultural diplomacy and soft democracy programs worked to spread 

the news about the power of the Internet and digital literacy amongst the 

oppressed, mass surveillance and targeted exploit companies sign multi-

billion dollar contracts with the oppressing governments. Companies like 

NICE, the Gamma Group, Verint Israel, and Hacking Team, who sold one-

click algorithmic solutions to collect and intercept civilian communication 

in places where watching a YouTube video of a protest constitutes criminal 

behaviour, became co-arbiters of what is and isn’t a “dangerous act”.  What 

is more interesting is that the judgement of what and who constitutes a 

target is gradually slipping from human sovereignty into an algorithmic 

one. 

In the Middle East, Central Asia, and the Caucasus, the deployment of 

mass surveillance and the information vacuum surrounding it has creat-

ed a widespread culture of electronic self-censorship, self-imposed exile, 

and profound paranoia capitalised on by different counter-surveillance ef-

forts.  What temporary respite this protectionism provides from the very 

paralysis it induces, is far surpassed by the dangerous idea it perpetuates 

Chapters Summary

2010-2018

About
State Business 
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in replicating a mythical image of an enemy and a sovereign with a face. 

This only exacerbates the built-in logic of paranoid machines by further 

reiterating to the algorithm that anything with a face is a potential target 

for somebody.

Unlike in the grid-futurism scenario of popular fiction about mass surveil-

lance, neither the state nor the thousands of companies and users engaged 

in a perpetual act of surveilling and being surveilled simultaneously control 

any fraction of the global transactional network connected across political 

spectrums and political power. It sprawls through previously disconnected 

hubs of states, markets, and communities. In exceeding the access and po-

litical influence of any one despotic state, the algorithm designates its own 

sovereignty and reverses the role of a proprietor and a property.

Chapter IV

In chapter four I retrace the footsteps Erik Prince took as he deployed a 

private military legion to fight in the Horn of Africa. Following an inves-

tigation for war crimes in Iraq, Erik Prince sold his private military firm 

Blackwater, after which he moved on to form and join several ventures 

in Asia, the United Arab Emirates (UAE), and South Africa, expanding his 

business network throughout Africa and the Middle East. Prince currently 

co-owns the logistics and security firm Frontier Resource Group together 

with a Chinese state owned trust investment corporation, CITIC Group. 

He also runs a number of disposable firms, all tasked with providing logis-

tic and military support to governments in armed conflicts, some of which 

involve US interests. For at least six years Prince has chaired a UAE based 

firm Reflex Responses, which in conjunction with the Colombian firm Thor 

ensures a steady supply of ex-Colombian military personnel to fight on the 

side of UAE in Yemen.  Between 2010 and 2015, Prince and several US 

and British nationals joined with the Ugandan based PMC firm Saracen In-

ternational to establish aviation operations around the African continent, 

which was then used as a front for a range of private military activities, 

as well as training of  local military and police forces. It spread to provide 

private African foot soldiers for military contracts in the semi-autonomous 

region of Puntland in Somalia, Mogadishu, Afghanistan, and Iraq. During 

this time Prince purchased several aviation companies, including Nairobi 

based Phoenix Aviation. All along, Phoenix remained a recipient of multi-

million dollar contractors from the United Nations. Erik Prince frequently 

contributes op-ed pieces in leading media outlets, and has been pitching 

his services as Europe’s solution to illegal immigration since the start of 

2017. Prince also offered to train Chinese private military contractors for 

overseas operations which China has recently made legal.

Chapter IV

Chapter five explores the manner in which relatives of Assad regime bank-

rolled the conflict in Syria with aid funding provided by the UN agencies. 

The investigation for this chapter is still in progress:

Chapter VI  

The final chapter takes place in Paris, where a British legal firm acting on 

behalf of the CIA conspired to overthrow a government of a certain coun-

try in Africa with intent to override all the resources of that country into 

an independent sovereign wealth fund. Nothing I say here can trump the 

transcript of the three day meeting itself.

Prior Reception of This Work

This work has a solo show preliminarily scheduled for 2019 at Centre des 

monuments nationaux Château d’Oiron. I believe the Chateau as well as 

the gallery that represents me in France will be more than happy to time 

the big exhibit with the release of the book.  Prior to this been exhibited 

at Stockholm Bonniers Konsthall as a part of the 2017 “Image of War” 

exhibition curated by Theodor Ringborg as well at MAST foundation in 

Bologna, Italy; Musee de Elysee in Lausanne, Switzerland, Atelier de Me-

canique in Arles France, and Paris Photo. Extracts from this work have 

been reviewed and published in Aperture, Le Monde, Vice, Review XXI. 

Fragments of the theory in this work are scheduled to be published in 

several academic journals. The work has also been previously referenced 

in a number of academic articles and books published in the field of media 

theory, journalism, artistic research, and political science.

Chapters Summary

2010-2018

About
State Business
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Arles Gallery
De

Mechanique

Paris
France

2017
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The concept of emergency managers taking over as a solution to munic-

ipal bankruptcy took hold with conservative think tank consultant Louis 

Schimmel; it was supported by state treasurer Andy Dillon, who has suc-

cessfully argued for the takeover of Detroit and other cities after imposing 

budget reviews.

The projects under this doctrine were endorsed by members of both the 

Democratic and Republican parties, including government advisor Dennis 

and his wife Deb Muchmore

All are at least partially still involved with providing expertise and consul-

tancy services for which emergency managers law created a market.

The first project of interest for the emergency management was the dis-

mantling of public primary school education; the second, the privatisation 

of water and other resources otherwise provided by the state. The major-

ity populations of the cities overtaken by emergency managers are Afri-

can-American. These include Flint, Benton Harbor, Detroit, Ecorse, Ham-

tramck, Highland Park, Allen Park, Pontiac, and Three Oaks Village. 

During the 2014 annual budget hearing, Governor Snyder requested ad-

ditional funding for emergency managers, arguing that takeovers would 

improve Michigan’s economy. Four of the Michigan Emergency managers 

interview for this project stated on the record that the cities was not im-

proved, nor could have been improved by the emergency law. 

In 2012 Ed Kurtz became the first emergency manager to take over Flint.

 

Flint
Michigan

2017
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Flint City 
Councillor

 Eric Mays

Flint 
Michigan

2017

Nestle North America, a US brunch of the Swiss water conglomerate 

(Ice-Mountain) currently has two wells in the state of Michigan. It pumps 

220 gallons of fresh water per minute from one of the Michigan lakes 

which overall constitute around 20% of the world’s fresh water resources. 

Since 2014, Nestle has successfully claimed millions in tax breaks by pro-

viding free bottled drinking water to the residents of Flint. This charity has 

also become one of the corner stones of their corporate advertising.

At the time of the Flint water crisis, Deb Muchmore, wife of Denish 

Muchmore, an advisor to governor Snyder, was employed as a PR officer 

for Nestle North America. It was Deb Muchmore who suggested to Gov-

ernor Snyder to hire Nestle to provide drinking water for the residents of 

Flint during the crisis. She also volunteered to work as“a public outrage 

manager” during the water crisis.

During the crisis the City of Flint and Nestle set up several public distribu-

tion points for bottled drink- ing water.

Thousands of low-income citizens were requested to provide personal in-

formation and a signa ture daily before being permitted to take the water 

home.

9
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CHAPTER I - EMERGENCY MANAGERS

10

General Motors 
Award

Lansing
Michigan

2016

The Flint assembly line of the Michigan-born trademark corporation Gen-

eral Motors was the first business entity to complain about the quality of 

Flint water, suggesting the supply was too corrosive to use in manufactur-

ing. The issue was quickly resolved with General Motors switching to an 

alternative water supply from suburbs surrounding Flint. The details of this 

switch were not made publicly available.

10
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CHAPTER IV - LITTLE PRINCE ARMY

11

Following an investigation for war crimes in Iraq, Erik Prince sold his pri-

vate military firm Blackwater, after which he moved on to form and join 

several ventures in Asia, the United Arab Emirates (UAE), and South Africa, 

expanding his business network throughout Africa and the Middle East. 

Prince currently co-owns the logistics and security firm Frontier Resource 

Group together with a Chinese state owned trust investment corporation, 

CITIC Group. He also runs a number of disposable firms, all tasked with 

providing logistic and military support to governments in armed conflicts, 

some of which involve US interests.

11

Hong-Kong

2016

11

Erik Prince 
Frontier 

Service Group
 

View From 
The Office
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CHAPTER IV - LITTLE PRINCE ARMY

Between 2010 and 2015, Erik Prince and several US and British nation-

als joined with the Ugandan based PMC firm Saracen International to es-

tablish aviation operations around the African continent, which was then 

used as a front for a range of private military activities, as well as training 

of local military and police forces. It spread to provide private African foot 

soldiers for military contracts in the semi-autonomous region of Puntland 

in Somalia, Mogadishu, Afghanistan, and Iraq. During this time Prince pur-

chased several aviation companies, including Nairobi based Phoenix Avia-

tion. All along, Phoenix remained a recipient of multimillion dollar contrac-

tors from the United Nations.

Kampala
Uganda 

2017

12

SARACEN 
recruits waiting for 

transport to 
Mogadishu.
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CHAPTER III - SPY TOYS

Since the early 2000s Verint Israel has been providing fully equipped mon-
itoring centers to the national security services of Kazakhstan, Uzbekistan, 
and Azerbaijan. In 2012, Verint Israel gained a new contract, upgrading its 
decade old services to include DPI (deep packet inspection) technologies 
in all centers in Uzbekistan and Kazakhstan.

In 2012, Verint Israel set up a full-service monitoring center as well as the 
necessary maintenance services for the government of South-Sudan. The 
company has provided the technology and services free of charge in ex-
change for a data sharing agreement that permits Verint Israel to remain 
on premises and access data at all times. 

Likewise in 2012, Mexico became one of the very few countries where 
Verint Israel has sold its OSI (Open Source Intelligence) and data mining 
technology to a private company, Grupo Televisa. Grupo Televisa required 
that all labels to be scrubbed from the products. 

Verint Israel is servicing a full monitoring center it has installed at the re-
quest of the local security services in Bahrain In 2014, Verint Israel signed 
a contract for a full-service monitoring center for the Government of Sau-
di Arabia, one of the largest contracts in Verint Israel’s corporate history. 

Verint Israel’s leadership has extensive ties to the Israeli national securi-
ty apparatus and state-funded R&D programs. Over the years, it and its 
former parent, Comverse, have reportedly been the target of FBI investi-
gations for financial miscount as well as corporate espionage in the US. 
Despite this, Verint has continued to work with Verizon, the FBI and the 
US Department of Justice. 

Tashkent 
Uzbekistan 

2014

13

Transaction 
between Verint 
Israel and SNB
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CHAPTER II-ARMING THE WORLD

14

Thirty one of the thirty nine flights transporting dangerous cargo from 

MDI Podgorica airport for Moisten Engineering in Yerevan were scheduled 

to land at the civilian and cargo airport of Zvartnots (UDYZ). Instead all 39 

landed at the Erebuni military base (UDYE), controlled jointly by Armenian 

and Russian forces. V-Bird and Air Highnesses were the two companies 

that operated the flights between Montenegro and Podgorica in 2010 and 

2011 for MDI and Mosston. The two are part of a loose network of Arme-

nian air freight companies, which also includes Southern Airlines, Ayk Air, 

Skiva Air, and Taron Air. Vagram Symonyan, director of V-Bird and South-

ern Airlines, has a notoriously bad reputation in the Russian pilot commu-

nity, the pilots mention poor working conditions, low salaries, and his lack 

of managerial expertise.

During the past five years these companies have shared rotating owner-

ship of a small pool of cargo aircraft, contact information, and manage-

ment. Sometimes repainted, often changing registration numbers, the 

planes are known to fly dangerous cargo to Sudan, United Arab Emirates, 

Somalia, and Afghanistan. In 2013 2011 Ayk Air was involved in violating a 

UN arms embargo through the delivery of Albanian ammunition to Libyan 

rebels. Although registered in Armenia, the companies, pilots, and planes 

are currently based in UAE. In November 2012, An IL-76, one that previ-

ously flew for Air Highnesses, crashed on landing in the DRC. The Arme-

nian crew and over 20 locals on the ground were killed. The plane, flying 

for a Congolese airline, reportedly lacked a Certificate of Airworthiness.

Ex CEO of Blackwater, Erik Prince made use of three An-26 aircraft to 

move supplies and equipment into Puntland for the paramilitary oper-

ations while he was managing as a founder of private military company 

“Saracen”.  All three were leased from South Airlines.

14

Pavlograd
Ukraine 

2012 

14
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CHAPTER II, III, IV, VI
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Washington
DC
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2017

Book Fragment
Chapter I
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Book Fragment
Chapter I
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Book Fragment
Chapter I
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EXHIBITION DESIGN

19

The presentation of State Business was a large component of the work, 

not only dedicated to investigating the relationship between states and 

corporations but also aware of the terms and conditions within which the 

media and the state produces such investigations. Texts and documents 

in State Business play an equally important part in sustaining the gap be-

tween the extent of what is being made visible by the image and what the 

text reveals, reminding the viewer that the work is produced and inviting 

doubt regarding the validity of either in itself, in spite of the abundance of 

facts. The invitation of doubt here served as a reminder that the fidelity of 

the work is not defined by its genre, such as documentary, but rather by an 

intent and integrity of an author.

Informational space design in the arrangement of State Business at the 

galleries and museums - usually site specific - has become an indivisible 

component of the work itself. For the exhibition at MAST, I treated the 

text, image, and documents that formed the heart of the work as three 

interconnected, but distinct, elements. For the publication I differentiat-

ed fonts sizes and colours, and used text highlights as way of separating 

text-object from information texts.

2017

19

Exhibition Design
MAST 

Foundation
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10.000 THINGS OUT OF CHINA
Images, Texts, Documents, Maps, Film2015-2017

10.000 things out of China takes the Taoist way of saying: “ev-
erything that exists is produced,” and merges with more con-
temporary theories about automated machine production. This 
work proposes a theory that products of libidinal economy - art, 
advertising, and social forms of exchange - are constrained by 
the same set of material conditions and follow the same se-
quence of interconnected logistical hubs as ‘things’.

After an initial research period, I spent almost a year in field re-
search sailing on a number of container ships and working to-
gether with their crews. The project stretched from Istanbul to 
Shanghai, Los Angeles, Pussan, Hong-Kong, Athens, Colombo, 
Nairobi, Dubai, Singapore, Kampala and included sites like Fox-
conn iPhone manufacturing, Penguin printing factory, Zara man-
ufacturing, Jebel Ali free port, CCCC and Costco construction 
spaces and China Harbour Engineering, amongst many others.

The resulting art work is a 50 meter ‘breathing’ conveyer of joint 
images that closes into a loop, a 6 minute film projected on three 
screens, and assorted maritime maps and essays. The work has 
been commissioned by the Magnum Foundation and was re-
cently released in print by China File Publications.

20



M
A

R
I 

B
A

S
TA

S
H

EV
S

K
I

E-Werks
Gallery

Freigburg
Germany

2017

Installation
Views
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PRODUCTION DIARY

22

On a ship, German-owned, registered in Malta, or a friendly “offshore” 

destination such a small landlocked country in central Africa, ´moments of 

intimacy and sociability are reduced and diminished. The vessel is staffed 

by Filipino and East European workers outsourced from Chinese labour 

agencies like Asia Marine Shanghai under the conditions that guarantee 

the kind of effortless replacement of staff that mirrored in the turnover of 

the factories’ consumer products. The companies who demand adherence 

to values of professionalism, claiming integrity and respect for individuals, 

disingenuously combine the demand for adherence to these values with 

borderline poverty wages.

In these constraints, the old-fashioned manifestations of madness, ha-

tred, racism, humour, and fatigue at sea would seem like the more com-

patible way of letting off steam in-between ship maintenance shifts than 

the robot-like efficiency and political correctness demanded of the men by 

their contracts and thus during their time off.  

In time, the symptoms of the conditions imposed begin to show from un-

der the curtain of the imposed regulations, much as it does in jail where 

established power structures and hierarchies are constantly undermined 

by the subversion and formation of different social rituals and groups 

amongst the prisoners and between them and the guards. The culture of 

this subversion sails with the ship. 

At
Sea

2015

22

Approaching Land



M
A

R
I 

B
A

S
TA

S
H

EV
S

K
I

PRODUCTION DIARY

The promise of a unique experience embodied in a contemporary product 

advertising image is permanently affixed in an utopian locality. The expe-

rience promised never materialises and there is rarely an imperative for 

altering or revising the narrative, that drives the consumerist desire. Every 

subsequent image fits effortlessly within the same dream narrative tem-

plate, stating that the experience can at last be attained, while revealing 

the previous version of itself as inferior. The modern proletariat, the fac-

tory worker at Foxconn, the second engineer on the container ship hired 

by Asia Marine, clocks extra hours just to spend whatever extra earnings 

and leisure time on a fraction of the products they have made. To the fresh 

ethnographic eye an advertising, is first thing that truly stands out inside 

the increasingly portable and mobile Chinese factory cities.

The advertising image, itself a product of technical and aesthetic qualities, 

follows the same sequence of interconnected logistical hubs as does the 

commodity it advertises. The cameras that photographed the model are 

assembled only a few miles away from the printing factory subcontracted 

to produce the final edition of the spring-summer catalogue, while the 

model stands on a paper that shares the containership space on its way 

to Europe. The fiberoptic cable that delivers an image across the ocean on 

instagram shares the route with the container ship carrying a commodity 

it advertises. Data, does not travel through a mysterious cloud in the sky, 

but follows the same route and relies on the same logistical hubs as the 

commodity. Along with the rest of the information commodity secured at 

the bottom of the ocean by joint agreement with Chinese state-owned 

enterprises. The models featured in the advertising are used up and throw 

out by the same economic system that replaces the Cambodian textile 

when she loses consciousness, and supplies seafaring men from Philip-

pines. 

23

Shenzhen
China
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Penguin Printing 
Factory

Foxconn Complex
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PRODUCTION DIARY

25

In 2017, a possibilities for photographic essay about a classic Chinese fac-

tory are boundless. It could begin with a flight redirected to the Philip-

pines, Cambodia or Sri Lanka and end with a managers’ dinner in Shenzhen 

where the primary table language spoken is French or Italian, as many fac-

tories take to hiring West European managers. Not for bettering the con-

ditions of the labour force but rather concealing and justifying them. 

The modern Chinese factory is an elusive mobile block within a much larg-

er syndicate of logistics connecting materials with packaging, the hinter-

land with the sea. It is dominated by a hybrid of private and public Chinese 

companies. It is financed by institutions such the AIIB, China’s multilateral 

rival to the World Bank with 57 member countries investing billions of 

dollars into the expansion of logistical hubs, this network spreads far be-

yond the geopolitical terrain of China and is present at nearly every choke 

point of a commodity’s course. This logistical network does not work as 

some sort of extensive customer service. On the contrary, it counts on the 

consumer to manufacture desire that services and enriches the logistical 

enterprise itself, ever faster and in greater numbers. And as such it is con-

sidered a long term safer investment than a pension fund.
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PRODUCTION DIARY

In the US, shortly after the 2016 election when President Donald Trump 

was still accusing Chinese of every manmade disaster in history, Shenzhen 

officials were given an official tour of the terminals in Los Angeles and ac-

companied onto a yacht by the Port’s CEO of the port Gene Seroka.The 

Los Angeles’ terminals of Chinese industries share this landscape with the 

ideologically incompatible TV sets and a US. In 2016 China Harbour Engi-

neering and its state-controlled parent company had about US$12 billion 

for maritime related construction projects abroad; it listed proposed bids 

and contracts for not just Hambantota, but also in Cameroon, Pakistan, 

Qatar, the UAE, Saudi Arabia, Angola, Nigeria, Singapore, Sudan, Vietnam, 

Cuba and Kuwait. The Chinese portfolio is exceptionally diverse it stretch-

es across all continents and includes key assets in France, Malta, Moroc-

co, Ivory Coast, Singapore, Istanbul, Dubai and many others including of 

course the US.
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PRODUCTION DIARY

27

The Victoria’s Secret and Zara textile pattern manufacturing factories have 

the air of a hospice about them. A place that has been emptied as if by a 

plague. The industrial town of Humen, near Shenzhen, where they are lo-

cated smells of dye and and textile detritus, and yet it is eerily silent. 

The facility is the size of a large farm and subject to extreme secrecy. The 

director of the factory is reluctant about the photography of the premises, 

he has invented a unique felting machine he prefers to keep it secret. He 

is otherwise relaxed and friendly.

Aside from the three women crouching over fabric in the sink, and the 

director’s own modest entourage the place is empty, the workforce itself 

is missing, as all the labour has been subcontracted to Cambodia. Still, the 

factory exists, and our dinner is served hot and the containers arrive on 

time. “Chinese magic,” the director explains. His countrymen and women, 

he adds, are no longer very inclined to work for low wages. Even so, there 

is no shortage of people elsewhere, and the managers can rely on the 

textile industry’s extensive logistical infrastructure to make the transition 

seamless.
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PRODUCTION DIARY

Production Diary: In the Port of Hong Kong, site of the last great battle be-

tween the Ming Dynasty and invading Mongols, and a small fishing village 

with a reputation for harbouring pirates, it’s possible to see five chains of 

the global supply chains moving in cross-step at extraordinary speed. Doz-

ens of forwarding tracks and operators circle around the logistical belt that 

processes the commodities between the sea and hinterland. The civilian 

ferries pass on ahead of the container ships, delivering the latter’s em-

ployees to and from neighbouring islands. A little further away, e-logistic 

agencies are filling in data entries with Internet orders placed by shoppers 

in Berlin, and Los Angeles. The stock market, only a walking distance away, 

is right next to the COSCO headquarters, hedging bets on all of the infra-

structure that supports this movement.

28

Hong-Kong

2017

28

Port



M
A

R
I 

B
A

S
TA

S
H

EV
S

K
I

PRODUCTION DIARY

In the Gulf of Aden, where multiple initiatives against Somali piracy have 

long since turned into a mixed bag of diverse counter-piracy state and 

private security forces constituting a multibillion dollar security industry 

justified by the necessity for commodity flow protection, the Chinese mil-

itary is on par with European, Middle Eastern, and American patrols. Since 

2008, the PLA Navy has played an essential role in the security struc-

ture, conducting hundreds of missions along the Gulf of Aden, escorting 

close to 5,000 Chinese and foreign ships through the region, and conduct-

ing joint rescue operations for ships taken hostage by Somali pirates – or 

coast guards, depending on whose definition we choose to follow. The 

PLA Navy also maintains a sustained naval presence in the Indian Ocean. 

This military presence within the loop of commodity logistics is not unique 

to the Gulf of Aden. Nearly all Chinese logistical hubs around the world 

are now surrounded by one or another form of armed security. The ex-

pansion of Chinese military operations around the global logistical knots 

run by state companies was effectively reconciled with “no intervention” 

pillar of Chinese foreign policy, with calls to protect Chinese citizens (hai-

wai gongmin baohu)  and assurances that Chinese security officers abroad 

will only to manage the operations, never participate in them directly. Yet 

with US$80 billion worth of foreign trade and investment loans from the 

Export-Import Bank of China for the Europe-Africa-Asia “Belt and Road 

Initiative” and a US$46 billion proposed Pakistan-China economic corri-

dor to be built through conflict ridden geographies in the Arabian Sea and 

beyond, the expansion of Chinese military security is a promising field of a 

logistical enterprise in and of itself.
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PRODUCTION DIARY

Over a quarter of a million Filipinos are at work on the oceans, making 

up for more than a third of all maritime crews worldwide, living as public 

people for 24-hours at a time on board a container ship with little to no 

shore leave in-between voyages, and usually with no access to Internet or 

phone. The salary range varies from one employment agency to another, 

but payments average out at US$400 per month. Since 2016, the shipping 

companies have increased the minimum duration of time at sea, claiming 

that not flying the workers home every four months is more cost efficient. 

In these constraints, the old-fashioned manifestations of madness, hatred, 

racism, humour, and fatigue at sea would seem like the more compatible 

way of letting off steam in-between ship maintenance shifts than the ro-

bot-like efficiency and political correctness demanded of the men by their 

contracts and thus during their time off.
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PRODUCTION DIARY

Production Diary: Colombo is rare testament to the maritime culture of 

the past and the dark history of the port itself. The routine is slower, for 

one. A bottle of scotch stashed away at the customs control, the flocks of 

wrens at the docks, and the Stallion Bar unadjusted to fashion since the 

1970s.The Grant Oriental Hotel still rents out the suite occupied by 19th 

century author Anton Chekov for an acceptable fee. Chekhov once travel 

to Colombo by steam ship relying on the same route now used for com-

mercial cargo. Once there he finished his short story, “Gusev,” addressing 

labour and class philosophy. Maritime museum next to the port authori-

ty houses a random collections of dusty objects from different era ships, 

the oil lamp, the nets that were used to lift elephants, the water-coloured 

paintings portraying the city prior to the colonial takeover by the Dutch 

and British militaries. Both are marked with red sign that reads “to be de-

molished” in English.

Colombo
Sri-Lanka 

2017
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017 “Make a work” you say “Something about the legacy of the Russian 

Revolution”

But which legacy? There are so many conflicting accounts. The one taught 

in the ivy league universities bears almost no resemblance to the narrative 

of the revolution contested in Ukraine in the wake of decommunisation. 

Neither of the two matches the Chinese interpretation, and each is dis-

connected from the legacy I’ve encountered while inhabiting, alas briefly, 

the former Soviet territories. 

Each of the commemoration narratives treats the revolution as an em-

balmed corpse, deviating only in the specific of time and place that marks 

the point of its demise.  Such a framework is focused on the value of pat-

rimony over consequence. 

The consequence of the Russian Revolution are not Russian, nor Chinese, 

Polish, or Ethiopian. It does not belong to the class of workers, remain-

ing exactly where they were as the regimes of power changed sovereigns, 

nor the certified ivy league authority. Yet the cumulative weight of the 

consequential history rests on the shoulders of a Filipino, Russian, and 

Sri-Lankan deck-men hired by Chinese Asia Marine to scrub the perpet-

ual onslaught of rust on a Chinese built, Euro-owned, offshore-registered 

commodity carrier. A machine that is still an icon of the Russian Revolution 

and a tool of necrocapitalism in one, traveling circular route of history one 

decade at the time without an interlocutor. 

The revolutionary rhizomes can be decoded in the 4/4 anthem of the Fox-

conn morning anthem that summons the factory staff to duty stations like 

a red army choir, with lyrics “we are one big family”; And in a peculiar 

morphology of the semiotics between the CCCC (China Communications 

Construction Company) and Coca-Cola, clashing in the field of view on the 

road between Kampala and Entebbe and inside the new Nairobi terminal. 

White on red, a metaphorical reminder of the revolutionary pallet, and the 

imperial ambitions of the 20th and 21st centuries. 

In “Fish Story,” Allan Sekula identifies these multiple points in inter-relat-

able trajectories as simultaneously continuous cultural and industrial rev-

olutions and the acceleration of capitalism. “Fish Story” becomes my start-

ing point for seeing if a narrative can emerge outside of the chronology 

of the revolutionary error. The resulting work is an attempt to locate the 

revolution 100 years later not as a corpse, but as a living organism hidden 

in the fabric of the logistical world. 

As I write this text, Air-France goes on strike, the flight that meant to take 

me to the exhibition where this text is presented is now cancelled, syn-

chronising the process of reading history with the material conditions of 

its production. 

E-Werks
Gallery

Freigburg
Germany

2017

Text for the
 exhibition
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EXHIBITION DESIGN

The breathing loop installation, referencing the mechanical reproduction 

of Walter Benjamin is site specific and 50 meters in radius. The conveyor 

of images moves slowly in an infinite domino loop as the light changes 

between day and night. The exhibition original features the photographic 

loop, the sonars recorded under water and inside different factories and a 

three screen video room.
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52 HZ
Sound, Code, Sound Sculpture2010-2018

52Hz is a custom built spectrogram of three relational units: The 
anthropocene (top) featuring a recording of “They’ve answered” 
by Galina Vishenevskaya, a Russian opera singer who was once 
married to a sailor. The holocene (middle) featuring the 52-hertz 
frequency whale song, a rare frequency unique to one particu-
lar species of whale. And the capitalocene (bottom) fearing the 
sound of a Hyundai container ship engine at full speed. Above the 
water, the engine is hardly an issue, but below the ocean surface, 
it interferes with the lives of animals whose survival depends on 
being heard. The 52 Hz frequency, in particular, is threatened 
by the man-made noise, causing the oldest of species to change 
frequency. The three represent a core relationship in the libidinal 
economy: a desire expressed through a cultural, human voice, 
techno-accelerationism driven by the commodification of desire 
and the change this process imposes on the fading voice of the 
planet.
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NOTHING PERSONAL
Images, Texts, Documents2010-2018

In the past decade, the industry that satisfies governments’ de-
mand for surveillance of mass communications has skyrocketed, 
and it is one of today’s most rapidly burgeoning markets. Most 
surveillance technologies will be produced by American, Euro-
pean, and Israeli companies and sold to anonymous clients, law 
enforcement, and intelligence agencies across Africa, Asia, Latin 
America, and the Middle East.

While most of these products are undetectable by design, the 
industry has developed a collective corporate aesthetic using 
detached technical jargon, stock photography and sanitised 
clip-art.  Nothing Personal presents material from over 300 sur-
veillance companies, including snippets of correspondences be-
tween their employees and clients the artist found online. On 
closer inspection, the people working within these companies 
-the spaces they occupy, the emails they send - seem to match 
the very image of the enemy depicted by their own marketing.
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London
Photographers

Gallery
UK

2018

“Siemens” 
surveilliance train-

ing centre 
in Munich

&
TurkmenTelecom

Monitoring
Centre

Exhibition Views
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Bozar
Brussels, Belgium

2018

“Trovicor” 
& 

“Endance”
Surveilliance
Companies

Exhibition Views

37



M
A

R
I 

B
A

S
TA

S
H

EV
S

K
I

38

Heftsiba,Israel

2014

38



M
A

R
I 

B
A

S
TA

S
H

EV
S

K
I

Open Society
Institute

2015

Exhibition
Fragment:

coorporate
orrespondence
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SHREDS OF ACCOUNTABILITY
Images, Texts, Documents2010-2018

On February 22, 2014, two days after the flight of the ousted 
President Viktor Yanukovych, a large cache of state documents 
was discovered floating in the lake inside his private residency in 
Mezhgorye. The recovered documents offered an in-depth ac-
counts view of at least ten large Ukrainian companies’ including 
“Tantalit”, a company behind colossal money laundering opera-
tions of the Yanukovych family. At the same time, employees of 
“Arena City”, a business centre formerly owned by Sergei Kurch-
enko,famed Ukrainian oligarch with close ties to the Yanukovych 
family, attempted to dispose of forty-five large garbage bags of 
shredded documents. The contents of the documents varied 
from correspondences with high ranking officials and transac-
tion details to photographs of desired and purchased properties, 
services, and luxury items. Ukrainian activists, volunteers, and 
journalists volunteered  efforts in salvaging all of the findings. 
While many of treated shreds will remain a puzzle, they serve as 
a historic and cultural evidence of both: an attempt of self-pres-
ervation, and an attempt of the citizens to reclaim agency.
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Berlin
Germany
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Work 
Fragment
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Haus der Kulturen 
der Welt

Berlin
Germany

2015

Books & Exhibition
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ZIM TM

Images, Texts, Documents2010-2018

ZIMtm is a reflection of the labyrinthine conditions and 
shape-shifting definitions of its own production. It was made 
within a framework of contractual obligations that make this 
project a sub-form of another art project, The Container Resi-
dency 01. In it, the artist is a project participant, as well as raw 
material, and an actress playing multiple roles for PR. The spon-
sor of the project/s, on the other hand, is not only a shipping 
company but a curator, critic, a collector, and a legal authori-
ty who sets the state of play and rules of engagement. The art-
work, ZIMtm, is a stand in for the artist. It performs art labour 
in a form of taking photographs of whatever is in front of it ev-
ery five minutes throughout its lifespan whenever it’s switched 
on. It then automatically posts them on Twitter. It begins to take 
photographs during test phase in the studio in Switzerland, it 
continues taking them during its artist-in-residency trip aboard a 
container ship, the Zim Qingdao. It then persists in taking photo-
graphs at its own exhibition, and eventually at the auction where 
it’s contractually obligated to be sold. The artwork is filled with 
ocean water from the Suez Canal. The viewer of the work in the 
gallery as well as the viewer of the work on board the ship is a 
participant in of each of these processes, and he or she may or 
may not choose to acknowledge that. This chain process con-
cludes with the buyer, who is tasked with breaking the the art-
work, the stand-in-for-the-artist, during the acquisition with the 
tools provided by the author.
 
Read an essay I wrote about this in the “texts” section.
Monitor ZimTm on twitter here.
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REINITIALIZING THE WORLD
Images, Texts, Documents2010-2018

A cli-fi (climate fiction) set in a format of a comic book inside 
the digital ruins of the Second Life. Once an digital architecture, 
a space dedicated to the community framed in (mimicking) the 
existing libidinal economies it’s now abandoned, displaying the 
ruin of that structure. In re appropriating and deterriorizing that 
space I see a potential for exploring the futures of Environmental 
collapse and proposing ways of Mitsein (beeing together well). 
This post-anthropocene cli-fi reclaims the narrative through oc-
cupying and redefining a space of deserted disco floors, muse-
ums, and shopping malls and the outlived libidos they reference 
and in doing so creating new possible futures through replacing 
an existing capitalist narrative with an auxiliary and speculative 
history. I like to think of this as a playful way (set at the limits of 
critique) for tackling the impact of the commodity culture on the 
environment in parallel to the role of popular media in artificially 
sustaining libidinal narratives that are intensely harmful to our 
collective futures.

45



M
A

R
I 

B
A

S
TA

S
H

EV
S

K
I

Designed in 
Second Life

2017-2018

Work Fragment
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ADVERGENCE-THE CAMAPAIGN EXPERIMENT 
website, installation, documents2010-2018

In the wake of Cambridge Analytica scandal I’ve set up an un-
orthodox cat-fishing experiment; a mock up company special-
ized in devising and skewing the elections in the global south 
through big data campaign strategies; I’ve then designed a su-
perficial website and asked my friends to pose as a CEO and 
executives of Advergence on Linkedin. Next, I’ve advertised ex-
ecutive positions on a diverse specialized recruitment websites, 
inviting applicants from London to Berlin and Washington to ef-
fectively manage and overrun the democratic elections in West 
Africa, in particularly Nigeria.

I didn’t think anyone would respond. Given the nature of the job, 
I’ve also expected someone to question the authenticity of my 
made up enterprise. However the volume and the wording of 
the applications would suggest that the media coverage of the 
2018 interference and Brexit had no significant effect on the 
public opinion and a popularity of such positions for conserva-
tive and democratically minded applicants alike. Among the pro-
spective candidates are environmentalists, academics, and TED 
talk speakers as well as the usual cast of managerial consultants 
one would expect to respond to such ads.

If the extensive coverage of the Cambridge Analytica, or the 
many research papers produced since, had no effect on the fu-
ture choices of the general public, are we addressing the right 
problem? What’s the missing story? And who is the enemy of 
truth when someone’s sabotaged elections is someone else’s 
daily bread? 

See the website here.
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DEMILITARIZING THE ALGORITHM 
essay2018

Peer reviewed essay for Creative Time.

Keywords: surveilliance, machine intelligence, open logic, net-
works, cinema, activism, dystopia, internet, policing.
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Essay

Published:

Creative Time
Routgers

2019

In Andrew Niccol’s dystopian drama Anon (2018), set in a future where 

every civilian wears an internal video recorder not dissimilar to those in 

Deathwatch (1980),  a woman that is identified to us as The Girl makes a 

career of replacing memories--collected directly from the human cortex-

-in the state surveillance database. With an extensive arsenal of hacking 

skills at her disposal, she patches up personal identities just enough to get 

her clients off the hook. She works and lives in a luxurious solitude. 

The film features one of the latest examples of a paranoid hero, a politi-

cal artist, and a lone wolf in an asymmetrical struggle against algorithmic 

surveillance. From artworks based on the Snowden archive to frameworks 

for methodical paranoia, theories of creative camouflage, and widespread 

advocacy for permanent, on-principle encryption, the conversation about 

surveillance seems to be stalled in the militant subjectivity it aims to op-

pose. 

The familiar argument that, in gaining access to the military machines 

of counter-surveillance, a civilian can undermine the power of the cor-

po-state, neglects to take into account that an access to technology is 

equally capable of subverting the individual, further eroding the already il-

lusory border between an individual, a corporation, and a state.  The good 

guy with a gun?  After dedicating her life to an obsession with struggle 

against the surveillance, it would seem that The Girl can only desire her 

arch-nemesis, the policeman. This affection is, of course, mutual, but what 

does that achieve for anyone who refuses to mimic the state methodolo-

gy?  More importantly how does this union influence the viewers’ percep-

tion of the supposedly highly-sophisticated surveillance machine? 

What little temporary respite the militant protectionism provides from the 

very paralysis it induces is far surpassed by the dangerous idea it perpet-

uates by replicating the image of a sovereign-with-a-human-face, the de-

tective character played by Sal Frieland. This only exacerbates the built-in 

paranoid logic of the surveillance machines by reiterating to the algorithms 

that anything with a face is a potential target for somebody. 

Unlike in the grid-futurism scenario of an all-seeing state in Anon, neither 

the State nor the thousands of companies and users engaged in  perpetual 

surveillance and in, simultaneously, being surveilled, control any fraction 

of the global transactional surveillance network connected across political 

spectrums and political power. The network sprawls through previously 

disconnected hubs of states, markets, individual communities, and private 

search histories.  In exceeding the access and political influence of any 

one Despotic State or singular company, the network designates its own 

sovereignty and, in that, reverses the role of a human as a proprietor of the 

surveillance machine. However,  it is not the complete capture of a sub-

ject, but their obfuscation--the unreadable that insists on difference-that 

both prevents those that employ this data from recognizing themselves as 

an equally viable, targets and allows for its continued justification. 

Behind the fear of totalitarian control over surveillance nests the fear of 

an impossibility of control over a network that does not adhere to the 

vertical hierarchies of power governed by the rules that rely on distinc-

tions between individual, curated identities.  As an exercise in alleviating 

the imagination from paranoid paralysis, let’s imagine this has already oc-

curred. The discussion of surveillance today is no longer who regulates 

and controls the data, but what sort of ecosystem and militant logic is nec-

essary to imagine a liberal algorithm, one intelligent enough to negotiate 

the relationship between itself, a human, and the unstoppable surveilling 

apparatus of algorithmic power at work today.

1.Anon, Dir. Andrew Niccol. Perf. Amanda Seyfried, Clive Owen. Netflix, 2018. Netflix. Web. 

8 Oct 2018

2.Deathwatch, Dir. Bertrand Tavernier. Perf. Romy Schneider, Harvey Keitel, Harry Dean Stan-

ton, Max von Sydow. Quartet Films. 1982. All media. 8 Oct 2018.

3.Sal Friedland, the detective played by Clive Owen in Anon.

4.Parisi, Luciana. Contagious Architecture: Computation, Aesthetics, and Space. The MIT 

Press, 2013. 

5.Luciana Parisi, in particular, a book Contagious Architecture served as the inspiration for 

thinking about affinity and taking algorithms seriously. The urgency to speak against the pro-

duction of paranoia arisen somewhere during a protracted correspondence with a curator 

Lesia Prokopenko.
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OPEN LOGIC ART MACHINES
Research, Installation, Collaboration2018-X

Open Logic Art Machine is an art-work prototype designed for 
collective play through which we can foster an evolving and mu-
tually beneficial relationship between the new media algorithms 
and the cultural producer in place of a current system that re-
duces the value of all cultural production to that of networked 
“content”.

Using a set of purpose-built tools, the project will make use of 
the archive in order to deconstruct a specific time-unit of a glob-
al cultural content production then parse and reconfigure the 
relationship between the input and output, human, market, and 
the algorithm. Following these analysis the project will re-codify 
the automaton media logic in a manner that prompt a non-hier-
archal and evolving artistic cooperation between the artist and 
the algorithm.

In doing so, the project seeks to address the question: can we 
collectively suspend the normative compliance with current 
neoliberal media regimes and develop a form of open logic for 
the algorithms that can override the limiting neoliberal media 
constrains in place today

S p e c u l a t i v e  M e d i a  L a b

about this project       contact us        download the entire archive Image Only     Text Ony     Footnotes     Source Code   

Feburary 6, 12:23:00-12:23:30, 2018

Close By     Further Away     Very Far     Unfixed in Space     Past Continuous      Future Progressive
      

Free Zones      Nurture and Culture    Logistics and Mobility     Speed     Extinction      Security     Your Data Set

Guidelines:

- The submission must fit or reflect the time frame selected for the prototype (you may use the material 
provided in the archive);

-The submission must adhere to the 5 constrains of the Lab;

-All forms of media expression are encouraged;

-The material must be rooted in events that occured during the time-frame selected for this prototype.

Speculative Media Lab is inviting artists, technologists, journalists, film 
makers, designers, philosophers, media students and everyone in and 
accross these disciplines to download to contribute. 

CALL FOR COLLABORATORS

S p e c u l a t i v e  M e d i a  L a b

EMAIL US

Speculative Media Lab is a sandbox for a transversal and critical exploration of 
post-human media borne of automation - bots, malicious code, and 

categorisations. Set inside a mediascape designed to foster a collaborative 
play, the Lab serves as a prototype for a praxis that resists becoming a body of 

networked content.

*Download the 30 second archive here. Read more about the rules here.

about this project       contact us        download the entire archive
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Research Proposal

Ongoing Research
Collaboration

2018-X

Introduction

On February 6th, 2018, two interconnected events symbolised the speed 

and mobility of the digital narratives: Elon Musk sent a Tesla into Mars’ 

orbital sphere, and a New York City taxi driver, made job-less by ride-shar-

ing apps, committed suicide in front of City Hall.  Social media algorithms 

automatically concatenated the commentary on these events into a stack 

with no reference to the ironic interdependence between the two.

From a perspective of human intelligence this disregard for context can 

be attributed to an ethical flaw: the algorithm was designed to generate 

profit, not critical awareness of cause and effect. However, from the per-

spective of an intelligent machine, the algorithm had effortlessly comput-

ed random variables into meaning following its own, alien logic.

We can place this event in two separate media spheres: one an anthro-

pocentric sphere in in which humans interact with each other prompted 

by an engaging algorithm in the middle. The other, the postman media,  a 

network of machines that evolves and forms its own meaning from the 

inputs and outputs of the users and the existing data archive.

The first a sphere of noise production in which each voice, as is the case 

with example of February 6th, however critical, contributes to a referential 

mass that can make an event or figure domineer the media hierarchy—even 

if an author’s intention is precisely the opposite. In this space, the speed 

paired with the volume of media as a whole carries an embedded mar-

ket value in its potential to distract. Fake news is not required; the truth 

distracts us from the truth.  The algorithms, which have in the course of 

bio-technological evolution become foundational to our mode of reason-

ing, provide everyone with an equal opportunity forum. Yet under current 

parameters they simultaneously ensure that each of our voices is silenced 

by the next and so does not have any distinctive individual value.

Designed with capital incentive in mind that’s powered by libidinal energy 

to like, swipe, click, and scroll. , the machines are compressing and ‘hack-

ing’ time in a highly advanced manner, push the human media production 

beyond the limits of our ability to produce and engage with all that is cre-

ated.  The resulting accelerated narrative, as if straight out of Ballard’s 

Chronopolis, is now well-beyond the limit of human capacity to engage it, 

leading up to a libidinal exhaustion.

 Yet it’s precisely the most preferred and thriving environment for the 

sphere of the machines that evolves from a large or even entirely incomput-

able volume of inputs. While the human may be exhausted the algorithms 

are becoming increasingly more sophisticated and capable of producing 

their own modes of argumentation, embodiments of policy propositions, 

and cultural interpretations.  Rather than merely serve as instruments or 

channels of communicability, the algorithmic designate new domains of 

sovereignty.

To critique such machines as wholly dysfunctional is erroneous as it limits 

the notion of intelligence to something that can only occur in relation with 

and to a human and not in and of itself.  The contemporary critique of al-

gorithmic production is a better indicator of an anxiety over a irreversible 

loss of an individual, curated human identity through a failure to keep up 

its maintenance.

Media theories are addressing the exhaustion of the libidinal economy- 

comparing its media mechanisms to oil extraction - and are searching for 

a nostalgic space of refuge from the digital in which evaluation of what is 

still worth expressing can occur.  This discourse, however, is only made 

accessible to a reader when it’s fed back into the same over-coded circuits 

to better increase its reach and efficiency.

I’d argue that the inapplicability of current theories of cultural production 

to the media spheres in which they are distributed calls for an artistic re-

search that aims to deconstruct the problem of the algorithmic sphere 

with intention to build a model for a relationship of affinity not confron-

tation between the artist/theorist and the network, a theory that can be 

lived. One that articulates a future desired rather than merely reacts to the 

demands of the economy of likes.

I choose February 6th 2018 as a symbolic moment in recent media his-

tory around which I’ll design an art work and by extension a speculative 

media sphere which, using a form of collective play, will explore the ways 

in which incomputability, glitch and errors, suspended social constructs, 

paired with alternative time-modelling may be refashioned to train the 

algorithms to bypass and resist its initial neoliberal factory settings.

During the experiment the archive, computational parameters, interface 

will remain open to collective remodelling by university students, faculty 

and participants from diverse cultural and technological contexts.
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The artistic component of this work will consist of the following ele-
ments:

The work will support more than one interpretation and serve an an object 

and art space open to performative collaboration.

-An archive of the entirety of the human digital production per unit of time 

available for public access. The algorithm will be designed in collaboration 

with Internet Archive and Google.

-An artistic software will be able to identify and retract the key identifiers 

such as for example: gender, race, nationality, by which the cultural con-

tent is currently sorted in a manner that creates marketable stacks for the 

current media regime.

-An interactive art work that evolves depending on the input.

-A performative media lab in which each of the participants can propose 

an artwork for the algorithm by following or rejecting its prompts.

The theoretical component of this research will include the reflection on 

the experiment prior to proposing a theory for the cooperative relation-

ship between artists and machines.

Sources and Overview

 “Three Ecologies”, a 1989 book by Felix Guattari, presaged the future of 

post-human media. In it, he underlined the vitality of transversal thinking 

and a way of working that does not classify culture away from ecology, 

economy, and mechanosphere. Georgio Agamben echoed that theory in 

the book Coming Communities, arguing that a rejection of a clear bound-

ary of an identity and the condition of belongings, is the main enemy of the 

sovereign.  If twenty years ago this concept of a sovereignty was centred 

in bureaucratic state, today the very idea of a sovereignty is contingent on 

access production and control of information.      

 As oppose to a bureaucratic sovereignty an informational sovereignty is 

not fixed, but one that flows through an interconnected networks of state, 

individual, social, commercial. Benjamin Bratton named this emerging form 

of power a stack sovereignty.  Stack sovereignty contains all forms of cor-

porate and state power, but it also exceeds them.  In “The Exploit” Eugene 

Thacker and Alexander Galloway argued that the media technologies as 

set up double when it comes to production of control, surveillance,  and a 

state of constantly emerging crisis.

As artists we do not live in the locked away towers, but exist within the 

stack sovereignty. Situating ourselves as interconnected between animal, 

human, and machine could bring us closer to inhabiting and understanding 

algorithmic intelligence sufficiently enough to envision another form of 

algorithmic logic and the machines that are not centred around constant 

growth. This would require a development of nomadic subjectivity, which 

is more than an interdisciplinary of research.  Yet in today’s cultural and 

economic environment an artist can hardly exist without being perma-

nently present through an individual identity branded in nationality, race, 

gender…

 Hito Steyer, Jonathan Crary, and Mehdi Belhaj Kacem articulated the risk 

of this presence in their theories redefining the boundaries between pro-

ducing and being, ones that make clear how existing art-structures have 

largely succumbed to the forms of 24/7 efficiency dictated by media econ-

omy.  Theorists like China Miéville, and Peter Pal Pelbart took this duality 

to a global and even cosmic scale, to pose that each of us operates within 

the boundaries of what is perceived as exceedingly meaningless – they 

propose deliberate inoperability, occlusion, and infinite resignation as the 

only way of protesting the game. No, as Mieville argues is the only utopia 

we can conceive of today.

When I discuss this refusal to participate in the algorithmic production as 

a form of daily resistance and praxis with other artists and cultural profes-

sionals, I’m of course met with resistance; What will I do with my time? 

How will anyone know that I am not participating if I am not participating? 

Indeed is non participation even attainable  when the network accounts 

for everyone, including the absentees? And indeed how is it even possible 

not to participate when the algorithmic network accounts for everyone, 

including the absentees?  In my research,  I’ll aim to create an algorithmic 

architecture  and graft a fluid environment in which we can reconfigure 

the conditions of participation through a cooperative play.
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Method and Schedule

Phase 0 - No Exit 

In the first stage of this research, I’ll return to the works of Gilles Deleuze, 

Alexander Galloway, Walter Benjamin, and more recent texts by McKenzie 

Wark and Ned Rossiter to redraft a concept of joint universe, one in which 

algorithmic production is inseparable from the carcass of the analogue or 

the ‘real’ world it has utilised. This is an important step in firmly situating 

the work in a space that’s both digital and physical. During this phase I’ll 

establish a relationship with project supervisors at Uniarts and continue 

collaborating with external supervisors.

Phase I - Imput Output Time and Rehabilitation of Instrumental Reasoning 

 In this phase, I’ll first be reading texts about time modelling and an image 

in order to analyse how constant acceleration pressure placed on authors’ 

producerly capacities enforces new forms of automated and post-human 

behaviour. An important step in asserting how the value of current artistic 

production is established. Based on this review, I’ll device a method that 

will help me analyse what proportion of the media produced lies within 

the limits of human capacity to digest it. I’ll do this through collaborating 

with professionals from multiple fields, uniquely qualified for a particular 

task at hand.  I’ll then built a free software algorithm in collaboration with 

Internet Archive, Google to isolate one second of internet data—every-

thing published for public consumption—into a dataset. Google caches, 

the Internet Archive, and more will be drawn upon in this task, with at-

tempts made to quantify what is included and what is absent--gesturing 

towards an understanding of internet “content per second.”

Phase II - The Rules for the Experiment

In phase two, I will analyse how temporarily suspending ideological-

ly-charged social constructs, ones that still drive the media and art pro-

duction today, could become a way of reframing the algorithmic sorting 

and the relationship between the technology and its user. The research 

will reference the works addressing this subject such as NSK state pavil-

ion, Elgaland Vargaland, Xenofeminist manifesto, as well as earlier theories 

by Adrian Piper and Renée Green. During this phase a methodology will be 

developed to identify five key social constructs that make current cultural 

production marketable and redact them from the dataset-devices in the 

first stage- in such a way that their absence remains palpable. This dataset 

will be made available for public download, as the core raw material re-

source drawn upon by the Open Logic Art Machine.

Phase III- Open Logic Art Machine 

During this time I’ll integrate the research findings into a concept of lib-

erated computer language first proposed by Thacker and Galloway and 

establish the way the way the machine will evolve from the input and the 

types of output it will produce for the participant. Finalising this will pre-

scribe the physical form and the interface of the machine.

Phase VI-Collective Performance 

In this phase a series of performative physical spaces will be put together 

in a number of galleries and museums. During these performances tech-

nologists, theorists, curators, artists, editors will be invited to engage with 

the machine and ‘train’ the new algorithm. The process will help to for-

malise work and distribute the narrative to audiences through a dedicated 

space.

Phase VII- One Year

The publication will reflect on the way this experiment failed and succeed-

ed in occupying a space necessary for a speculative art praxis, underline 

possible avenues of inquiry and the potential afterlife for the project.

7
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Businesspeople talk about art like artists talk about money: gra-
tuitously, without compensation. Hired to talk about money, an 
entrepreneur will speak in terms of art. Put an artist on a pan-
el and you will often get disquisitions on exchange, capital, and 
commerce. Both constituencies are compelled by what lies out-
side their professional responsibility, and the response to this 
compulsion vibrates between veneration and contempt. For ev-
ery Übermensch crypto-expressionist billionaire patron, there is 
one who sneers at the foolish valuelessness of art history and its 
scribes. For every dedicated anticapitalist artist, there is one who 
happily understands themselves to be making money. This ten-
sion is inherent in professional life, which promises to transform 
our spontaneous, effortless attractions into a pleasant but end-
less labor of necessity. For the money-professional, art presents 
like money does for the art-professional: an opportunity to mis-
recognize diligence as transcendence. In “The Perfect Con,” Mari 
Bastashevski encounters the limits of this mutual misrecogntion 
during a residency on a container ship. What is the fate of (the 
critique of) institutional critique in the age of the containeriza-
tion of art? What still holds water?

-Forword by Stephen Squib
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 The perfect con is one where everyone involved gets just what they wanted.

    —The Brothers Bloom (directed by Rian Johnson, 2009)

For the longest part of the voyage, the twenty-six people on board the 

Zim Qingdao, a ten-year-old, 261-meter-long, 50,689-ton-capacity, Chi-

nese-built container ship under a Liberian registration, included one Israeli 

captain, four Israeli officers, four Russian-Ukrainian-Israeli engineers, one 

Russian-Israeli electrician, one Bulgarian boatswain, seven deck workers—

three from Sri Lanka, three from Ukraine, and one from Myanmar—one 

Sri Lankan and one Bulgarian fitter, a Bulgarian cook, two stewards—a 

Sri Lankan and a Russian-Ukrainian—a cadet from Israel, and a passenger 

whose duty cannot be publicly disclosed. The ship sailed through the Suez 

Canal, the Gulf of Aden, and the Strait of Malacca, calling at the ports of 

Odessa, Istanbul Ambar, Haifa, Nhava Sheva, Port Klang, Da Chan Bay, 

Pusan, and Shanghai.

The announcement that an artist was coming on board reached the crew 

by fax, a one-way communication that was printed out and taped to the 

wall of the galley on B-deck, between the garbage disposal rules and an 

e-mail warning of the grave financial consequences for publishing images 

of the Suez Canal.

Arriving the same day was a mournful warning about impending food ra-

tions. It had come to the attention of management that the chef could 

make do with fewer vegetables than he had requested. Management 

would appreciate his economizing in these difficult times for the company.

In keeping with corporate protocol, no one had asked the crew for their 

opinion on the addition of the artist and they didn’t pay much attention 

to the memo. At a supplemental briefing, the captain announced that “a 

woman artist” was coming aboard for “an exciting project sponsored by 

ZIM, which will be leveraged for public relations and marketing purposes.” 

Two weeks into the trip the steward pointed at the head shot of the artist 

on the memo. “You are her?” he asked skeptically, “No way!” As someone 

less exposed to what constitutes a “celebrity,” he couldn’t reconcile the 

print version with the real person.

ZIM was founded in 1945 and quickly made a name for itself by transport-

ing Jews to the land of Palestine and by offering luxurious sea cruises. In 

1972, it entered the container shipping industry. For years the Israeli gov-

ernment steadily exercised more and more control over the company be-

cause of its perceived strategic value, but sold off its shares in 2004 to the 

Israel Corporation, then under the ownership of the Ofer Brothers Group.

The Ofer brothers—Sammy and Yuli—founded the group in 1956, and at 

the time of their deaths were counted among the richest men in Israel. 

However, as part of a debt restructuring arrangement in 2014, Idan Ofer 

became CEO of a new entity, Kenon Holdings, registered in Singapore, 

which now holds a 32 percent interest in ZIM.

The rest of the company was divided between a band of faceless bankers 

and shipyard executives.

At present, ZIM has no Israeli registration. Until 2014, most of the Ofers’ 

businesses were operating under UK tax laws,which saved the Ofer family 

“tens of millions of shekels a year” in Israeli taxes. The company initially 

managed to weather the global recession, but has done poorly in recent 

years, reporting a net loss in the first quarter of 2016.

And so the employees don’t make professional plans ahead of their short-

term contracts.

At first, the crew suspected that I was a corporate insider, placed to sur-

veil and report back to management. They cordially kept their distance. It 

wasn’t until four days into the trip, well into the Black Sea, that their icy 

diplomacy began to thaw. The electrician, hearing that I missed club soda, 

left a full pack of it by my cabin, and the chief officer, Meir Dizraeli, taught 

me how to make a monkey’s knot after I remarked on his exceptional rig-

ging skills.

“I’m … what’s the word? Perplexed?” said one of the Sri Lankan deck work-

ers.“Why would the company sponsor an artist? And give the proceeds to 

charity?

Isn’t the company experiencing financial difficulty?” His monthly salary is 

$400.

“What will the sailors get out of this exactly?” wondered an officer. “Can 

we at least see the artwork somewhere?”

“Aren’t you pretty critical of the company? How will it be good for PR?” 

inquired the kitchen crew. “It doesn’t matter if her work is critical or medi-

ocre, her audience is too narrow anyway,” said an engineer whose mother 

was an art critic and who took on the task of translating between art-

speak and sea-speak for me. “In the end all that matters is the artist’s name 

next to the name of the company. That’s what they are paying for and that 

is what will be remembered.”

The Ofers’ investment in PR is considerable. The family gave £10 million to 

the Tate Modern in 2013 and £25 million to the London Business School, 

the largest gift in its history.

They poured millions into restoring the famous clipper ship Cutty Sark, 

which among other acts of maritime preservation earned the late Sammy 
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Ofer a knighthood from Queen Elizabeth II. When The Shakshuka Sys-

tem, an independent documentary that detailed the privatization process 

in Israel, placed special emphasis on the Ofer-ZIM arrangement, the Ofers 

spent half-a-million shekels to produce a counterpoint cartoon. Claiming 

to have been slandered, they also sued the filmmakers, a suit that the 

judge dismissed. No Israeli TV network, save for the national public broad-

caster (IBA), aired The Shakshuka System.

By these standards, the Container Residency production budget is a drop 

in the ocean. It would barely cover the costs incurred by a one-hour de-

lay in the ship’s schedule. ZIM’s office did not initiate the project—it was 

conceived by a team of resident curators—but the company has control 

over it. ZIM’s contract with the resident artist ensures that the residency 

is a perfect PR opportunity for a company with a longstanding history of 

engaging with cultural initiatives and many years of experience in the kind 

of marketing that entails rubbing shoulders with persons of note.

“Well, if you decide to protest against my being here, I’ll support you,” I 

said to the deck workers pondering the relationship between the company 

and the artist. “Don’t say that—even jokingly,” warned Alex, the night-duty 

officer. “More than two conspiring on board a ship constitutes a muti-

ny and can lead to very serious consequences!” Implausible accounts of 

one-man riots followed, growing more dramatic with each recap. A female 

officer, Angela, once sued for sexual harassment and won, after a deck 

worker threatened to throw himself overboard out of love. Either that or 

she rejected his offer of money in exchange for sex. A bold Israeli cadet 

celebrated his graduation by jumping overboard from the seventh deck 

while the ship was in motion, wearing a full safety suit with his passport 

and a radio and managing to activate the ship’s emergency alarm. Later, 

in court, he argued that it was an accident rather than sabotage, and was 

allowed to stay on the job.

Life on a container ship is highly choreographed and hierarchical. Each 

seafarer is under someone else’s command, but each also relies on the 

others. The day-duty officers depend on night-duty officers for shift wake-

up calls, and on the stewards for maintaining silence on the floor during 

diverse sleep patterns. The engineers and deck workers depend on the 

officers for shore leave. Everyone depends on the electrician with the keys 

to everything, and on the common sense of the captain to take notice only 

of what’s crucial to the welfare of the ship, while pretending to be resting 

for the bulk of the voyage. The crew has no choice but to dance with each 

other, hands roped together, knots all the way down.

The written hierarchy of the ship, which has its functional purpose, pre-

scribes an order and submission in accordance with rank. Confined in a 

locked-up environment, this submission extends well beyond already “ex-

tensive” work hours, into a life order that is balanced by complex power 

rituals that serve no immediately apparent function. Many of these rules 

are unwritten: No one must ever sit in the captain’s chair. Whistling is 

strictly forbidden, as it will summon Neptune, angry god of the sea. The 

steward will always apologize. The electrician may swap favors for random 

stuff, of which he often accumulates a mysterious surplus.

No violation of these customs passes unnoticed. Before the ship arrived at 

the port of Pusan, the chief mate offered $300 to anyone who could catch 

a rare bird that had been traveling with the ship. He was ecstatic when the 

young Ukrainian OS (ordinary seaman) chased the white egret around the 

ship and caught it. But when the OS decided to let the egret go instead of 

selling it to the chief mate, the latter got so furious that he tasked the OS 

with meaningless and humiliating trash-removal tasks. “Woman on board 

is bad luck,” remarked the chief mate, aware that the bird was freed on 

my suggestion, a person outside of the power structure. Throughout the 

trip these subtle power games were rarely interrupted, and then with only 

varying degrees of success.

At the beginning, I was assigned a seat in the canteen next to the cap-

tain—at the top of the ship’s hierarchy—but it forced me to turn my back 

on the others and so I only ate there once. Afterwards, for two weeks, I 

swapped chairs daily. This irritated the steward, for which he apologized. 

Eventually, without meaning to do so, I developed a mutually amicable 

relationship with the Russian-speaking Israeli seamen. We fell into a syn-

chronized table routine until one of them remarked that I was “becoming 

table trained,” and a deck worker dared me to sit with the mix-race deck 

crew, at the bottom of the hierarchy. I accepted the dare and kept rotating 

tables regularly after that.

Work flowed around mealtimes like a river around rocks. The day began 

with a 6:00 a.m. breakfast, which I usually missed due to lack of self-dis-

cipline. Lunch was at noon and dinner at 6:00 p.m. The week, in turn, was 

divided by port arrivals, emergency drills, a Thursday bar night, a Saturday 

pause for Shabbat, and the occasional weekend sunbathing.

“Routine maintenance” became a collaboration among us, one that was 

disrupted only by port maneuvers and the rituals invented to mark the 

fluctuating hours, days, weeks, and months of the crew’s contracts. I was 

allowed into all parts of the ship, including the control room, and invited 

to all after-work activities, which usually consisted of poker and a multi-

tude of popular first-person shooter video games populated by “heroes” 

and “assassins” in equal measure. I was called to the bridge to see dolphins 

and a whale, and I used flying fish to explain gender fluidity to hyper-het-
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erosexual men. “Is this a fish or a bird?” the men asked. “Well, remember 

how you mentioned that women should be behaving as women and men 

should be behaving like men and I said it’s not always so clear cut? Flying 

fish would be a good example of the ambiguity. Sometimes it is more like 

a bird and sometimes it is more like a fish.’” A white lie so perfect that we 

never had to debate gender norms again.

Seldom trying to make sense of my art-ing, the crew nevertheless assist-

ed with moving my installation ZIMtm from place to place. This was a 

140-pound prison-mirror aquarium which was designed to survey each 

deck of the ship, taking mundane low-resolution images every five min-

utes with an automatic camera. The rules of the installation, which were 

printed on the tripod box, invited the crew to pose for a photograph in 

front of the box, move it, hold a message in front of it, cover it up to pre-

vent photographs from being taken, or break it with the tools provided by 

the artist. The crew renamed it “the robot” and took care of it whenever I 

wasn’t around. When it got over 50°C in the heart of the engine room, first 

engineer Andrei warned me that the circuits inside the automated camera 

in the installation box wouldn’t survive the heat and humidity. While in-

terested in knowing how the work worked, no one really cared to engage 

with it.

Those who misheard “an artist” for “an actress” admitted to having been 

left in suspense, anticipating some kind of performance. Not wanting to 

disappoint, I did an awful impression of Tallulah Bankhead clutching her 

precious ring in the 1964 film Lifeboat on the bridge one evening, followed 

by an even worse butchering of Monica Vitti’s African dance in L’Eclisse. I 

was sent away by the night team duty officers Alex and Genadi to educate 

myself on the Russian movie hit of the moment, The Best Day Ever by 

Zhora Kryzhovnikov and Toomuchproduction.

They implied that the only difference between my movie stash and theirs 

was that mine pretended to be highbrow. “Just convert it to black and 

white,” suggested Alex, when I complained that The Best Day Ever was too 

realistic.

Our employer certainly fancied itself a highbrow operation. ZIM’s seventi-

eth anniversary advertising book, ZIM 70, is something of a hagiography, 

and would have the reader believe that people and culture are at the heart 

of the firm’s ambition.

The book is lined with historic photo spreads abstracted from the fear-

some and complex annals of twentieth-century Jewish migration history. 

These rest comfortably next to a heart-warming message from the current 

president of Israel, followed by similar texts from the minsters of transpor-

tation and intelligence.

Playful, illustrative, and dated drawings produced for the company in the 

past by both Israeli and international artists are accompanied by newer, 

faux-documentary images of the contemporary corporate narrative, which 

includes portraits of sea-women professionals, ZIM’s first captains (among 

their number a Basque communist and a retired British Royal Navy officer), 

spies, and mentions of “the first Hebrew ship” ZIM’s Kedmah.   

Today all of ZIM’s ships are maritime citizens of Malta and Liberia.

The book makes elaborate references to the warm relationship the com-

pany has had with celebrities from all fields: the architects Al Mansfeld and 

Dora Gad, the singer Naomi Shemer (who, it states, composed a song for 

the company in exchange for a trip to France), and countless artists includ-

ing the playwright Eugène Ionesco, the poet Avraham Shlonsky, and the 

painters Emmanuel Mané-Katz and Marc Chagall. Beyond the advertising, 

the nature of the relationship between the company and the artists is a 

mystery.

The accompanying texts foreground experience as the prime product and 

currency of the company: always romantic, exciting, and daunting, like a 

continuation of David Ben-Gurion’s 1937 speech “Going Down to the Sea” 

on building a “Jewish boat settlement,” a maritime kibbutz.

When I showed the book to the crew, most were upset that they didn’t 

get a copy. Debating the book’s quality, we entered into discussions about 

authors who write on art, capitalism, race, ports, militarization at sea, and 

conflict logistics. The sailors called Renée Green’s wallpaper “pretty” and 

accused Keller Easterling of resentment and cynicism when I described 

her essay “Believers and Cheaters.” “I suspected you would be a heretic, 

that’s why I didn’t mention God until now,” added Genadyi, a zealously 

religious officer. Their favorite was an anecdote relayed by Walter Benja-

min in his essay on Franz Kafka. In it, the Russian chancellor Potemkin is 

in the midst of a serious depressive episode and refuses to sign any of the 

documents piling up on his desk. Since any mention of his illness enrages 

the Empress Catherine, the other counselors are beside themselves in try-

ing to figure out what to do. Then, a low-ranking clerk, Shuvalkin, simply 

takes the papers into the chancellor’s room, forces a pen into his hand, 

and has him sign all of them. There is much rejoicing until someone real-

izes that the chancellor has signed the documents “Shuvalkin, Shuvalkin, 

Shuvalkin.” The officers on board the Zim Quingdao loved this story and 

compared it to the ever-present stamp of Monrovia that appeared on all 

the paperwork for the Israeli ship. “When we’re forced to sign it, we sign it 

with a made-up name,” they crowed, “as if to mock those who impose the 

rule.”
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Once, wondering if the engine does in fact keep anyone awake, I recit-

ed from Allan Sekula’s Fish Story. The paragraph draws a comparison be-

tween the speed of an engine and a human heart on amphetamines:

And thus the general spirit of the ship was one of mournful and weary an-

ticipation of unemployment, heightened by a pervasive insomnia caused 

by the vibration of the low-speed Hyundai-Sulzer diesel running at 100 

PPM, the speed of an amphetamine-driven human heart.

“It’s the other way around,” said Andrei, the Russian-Israeli engineer. “It 

is the heart of the engine that will follow mine and slow down once I fall 

asleep right next to it.” The first part of the quote rang true, however, given 

that the company has reported declining profits for quite some time.

This information is consistently absent in ZIM 70, it is as if it was removed 

deliberately by someone familiar with Easterling’s “Cheaters and Believ-

ers.” Instead, the book mixes anecdotal and factual information about the 

company to produce a utopian and sterilized chronicle, with short stories 

and brief texts spun to advance a narrative of uninterrupted progress. The 

text skillfully positions words like “floating museum,” “art,” “luxuries,” and 

“advertising” next to each other in the same sentence. It is dizzying, daz-

zling, and an altogether brilliant example of the logical laws of advertising 

and writing in the language of power. 

But while the company has rubbed shoulders with the crème de la crème 

of high culture, the real reason it has sustained itself for so long it that it 

is deeply entrenched in the politics and economics of not one but several 

conflicts—matters that appear in the pages of ZIM 70 only if you know 

where to look. For example, this is how the book comments on the com-

pany’s strategy in the 1970s:

The opening of ZCS was accompanied by an extensive advertising and 

branding campaign in the three continents which the line connected. The 

ZCS logo was displayed on the sides of the route’s ships and ZIM produced 

advertising fliers to promote the innovative service and describe its ad-

vantages to potential clients.

Left unmentioned is the fact that the Israeli Navy painted its intelli-

gence-gathering vessels the same colors as the ZCS logo. Operating at the 

height of the Cold War, the most important of these intelligence ships was 

the INS Noga, aka the Leah, an electronic communications “snoop ship” 

that was also used for wet ops, such as the successful plot to kidnap nu-

clear whistleblower Mordechai Vanunu. ZIM’s trademark seven stars were 

sometimes painted on the Noga/Leah in the port to avoid drawing scruti-

ny.

In the same vein, ZIM 70’s official company history notes that the freighter 

Dolphin was sent to breach the Egyptian blockade of the Suez Canal in 

1967. It failed, but did succeed in passing through the Straits of Tiran on 

June 7, 1967 after Israel had taken control of the entirety of Sinai. In fact, 

the Dolphin’s planned Suez transit was intended as a provocation against 

Egypt, and the tanker was carrying an IDF detachment aboard.

And what about the actual artworks commissioned or donated to the com-

pany by artists mentioned in the company book?

An impeccable woodcarving decorating the lobby of the company’s head-

quarters spells “Friend-ship.” Credited to “P. Savage,” I was told that the 

piece commemorates ZIM’s involvement in the creation of a national car-

go carrier in Ghana, the Black Star Line, founded in 1957.

The name “Black Star Line,” drawn from the 1920s “Back to Africa” move-

ment, was meant to evoke the diaspora’s “coming home” now that in-

dependence was secured. Ultimately dismembered by the government, 

the line was used to transport peacekeeping forces to Liberia during the 

1989–96 civil war. The woodwork on display seems more appropriate the 

more one knows about ZIM’s history of shipping timber out of West Af-

rica. The “Friendship” display outlives it all: the Black Star Line, the artist 

himself—who seems to have fallen into obscurity—and the era of bonho-

mie between Israeli and postcolonial African leaders that collapsed in the 

1970s as Israel came to be seen by these states as just another colonizer 

rather than a postcolonial ally. 

A similarly well-made maquette of the vessel Patria Monrovia, exhibited in 

the main window of the head office, commemorates not one but an entire 

series of ships for which separate shell companies were created. One such 

ship, Roniz, ran between Iran and Israel in the 1950s and ’60s; the name 

spells “pipeline” backwards in Hebrew.
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By the crew’s account, before ZIM privatized it was an extension of the 

Israeli Navy, participating in active military operations on a number of oc-

casions. It morphed quite naturally into a licensed transporter of danger-

ous cargo worldwide, including weapons that are today still exchanged 

between the governments of the US and Israel. And much like in the past, 

while our ship that is “officially” Israeli makes no stops in any Arab coun-

tries, many others chartered by the company enter every port. Since go-

ing private the company has adapted to the regime of global capitalism. 

Its company branding now promotes patriotism and tradition alongside 

multiculturalism and impartiality, but the secret marriage of business, oli-

garchs, state, and war didn’t disappear with the false flag of the INS Noga.

I can’t help but wonder what work of contemporary art will commemorate 

the “Irangate” scandal that shook the Ofers in 2011, in which a bizarre se-

ries of events led to claims that the company’s ships were docking in Iran 

with the Mossad’s approval to allegedly provide cover for infiltrators or for 

picking up agents.

And if the cargo container ships we’ve been sailing during this residen-

cy someday become a “floating museum,” which real museum—and which 

real history—will be nesting underneath the advertisement?

By the halfway point of the trip, the crew and I had accumulated a joint 

cache of formidable rituals, including weekly barbecues on G-deck. The 

tradition continued well into the Gulf of Aden, right between Yemen and 

Somalia, except on that particular night we wrapped ourselves with barb-

wire and turned on both the bright outdoor projector and the water can-

on. That same evening, the “secret passenger” on board showed up and 

tried to park his weapon between the tightly positioned plastic chairs, to 

the amusement of the crew.

The secret passenger is one of many competing actors in the hybrid mil-

itary-contractor industry that sprang up in the wake of the new war on 

piracy launched in the 2000s.

China Ocean Shipping Company, Wallenius Wilhelmsen Logistics, Torm 

A/S, and Maersk have all hired armed guards to accompany their ships. 

The policy is incentivized and supported by insurance companies that of-

fer premium rates to ships traveling with private military contractors, and 

supplemented by the navies of independent powers and of the multina-

tional Combined Task Force 150 (CTF-150) based out of Bahrain, where 

the United States docks its Fifth Fleet. The extraordinary expansion, histo-

ry, and root causes of the militarization of the Gulf of Aden is described in 

incredible detail by Debora Cowen in The Deadly Life of Logistics:

The growing reliance on private security not only provokes conflicts re-

garding what officially counts as violence, who can legally kill whom, and 

who can be armed where; it is also a central pillar in a broader recasting of 

the relationships between space, law, and state sovereignty.

The public long-wave radio on board regularly attested to the accuracy 

of Cowen’s account. Now and then the unidentified male voice of our de-

fender would burst out of the radio, threatening to shoot a boat unless it 

returned to Berbera Port, which he mispronounced as “bArbara,” as if the 

port was a jilted wife and he her avenging brother.

“Why is he threatening the boat?” I asked, after this warning had interrupt-

ed our picnic for a fourth time.

“There must be a reason,” responded the chief mate. The officers didn’t bat 

an eye.

“I understand that pirates are people too and that it’s their job to target 

us, as it is mine to protect us. But I don’t really care for the politics of it. 

Or politics in general to be honest. I just want to do my job and go home 

to see my girlfriend,” said the secret passenger. It is the only conversation 

we share.

While the chief mate took the threats seriously, Alex, a skeptic among the 

officers, wore a shirt bearing a popular rendering of a pirate for the dura-

tion of the passage, occasionally adding a rhetorical question or two: “All 

the warships and security and they can’t even kill a few pirates?!”

But that would defeat the purpose. Imperial military power at sea is defined 

by its ability to convince the world that it can contain all real and imagined 

terror, while simultaneously maintaining these dangers indefinitely. And 

so the bridge receives an automatic telex about the ever-potent threats 

every evening, while the radio announces, “We got this!”

It is a complete system, moving from threat to response, threat to response, 

without requiring us to intervene.

At rare times during the voyage an unidentified prankster on the radio ut-

tered, “Meep meep … meep meep … meep meep” These occasional meeps 

continued to pierce the waves of channel sixteen, long after the Chinese 

coalition warships on which the prank was blamed were nowhere in sight, 

and the security telexes had stopped. Bored and with no enemy to defeat, 

our secret passenger triangulated the radio intruder and determined that 

the meep-meep signal was coming from inside the ship. He quietly cir-

culated the news over lunch, hoping to catch the sneaky roadrunner red 

handed, but the crew just shook their heads and kept eating. Disappointed 

that no one seemed to care, he left the table early.

A ship will guard its fragile and destructive myths— ship myths, like all 
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myths, make the chaos and inequality more tolerable for a populace who 

will fight wars over these same stories. At sea, they are the motivational 

fuel for surviving the underpaid routine. Discussions on race, politics, and 

religion are rare and quick. But the consensus on why the oligarch loves a 

contemporary artist so much was overwhelming amongst believers of all 

stripes: it’s all about “a pretty picture” and an image of the artist next to 

the captain for the company’s next PR book. Or as Hito Steyerl has put it: 

“It just works for him.”

It works for him at a distance in a gallery, in a freeport storage box, and at 

the worldwide grand openings for which he is rubber-stamping approval, 

at the advice of an enthusiastic marketing manager. It works for him in 

spite of the crew, who step over the Indian port workers that sleep on the 

bare deck and carry the artwork up and down the ladder. Or perhaps be-

cause of them.

Towards the end of the tour, I set up a exhibition along the corridor lead-

ing to the canteen—for crew eyes only—gave away all my prints, and was 

saluted off the ship in Shanghai.

A month later, during a burst of sea-legs melancholy, I wrote to the bird 

catcher, who has become a friend, to inquire about the legacy of my res-

idency. “You know, I’m a bit disappointed, I was expecting scrutiny and 

rumors, but no one said a thing. It back to usual boredom here and every-

one moved on. It is as if you were never here.” He sent this response from 

a satellite e-mail service, economizing on adjectives and punctuation to 

save precious e-mail coins.

The presence of artists on container ships, at first bedazzling, has become 

the new norm within the logistical routine of global commerce, of which 

the container ship itself is a living exhibit. Having been on a circular route 

for ten years, the cargo ship I sailed on, and any other ship like it, has surely 

amassed a vast permanent collection on the subject. This collection could 

constitute a floating museum, or rather an extraterritorial floating muse-

um complex.

A museum of the ideal citizen, with a particularly strong selection of ar-

chives on the trajectory of the Ukrainian-Russian-Israeli engineer-mechan-

ic who today occupies so many engine rooms on ships.

A museum of the flawed concept of time. The time of day doesn’t just 

shift back and forth as the ship sails. Rather, the very concepts of time and 

value change amidst different nationalities whose work contracts operate 

on different terms, at varying pay rates unadjusted for inflation since the 

nineteenth century.

A museum of objects for hyper-productivity, of institutional design, with 

each cup carefully labeled, each drawer positioned exactly in accordance 

with rank.

A museum of a relational order-space, a space that is defined by the coex-

istence of the things it contains. A space in which nothing is allowed to be 

useless or out of place. An order that follows the militant power system on 

board, which actually extends into a twenty-four-hour lifestyle.

A museum of imperial cartography, of military geography, of private secu-

rity industry booms, past and future.

A museum of indifference; of boredom and casual racism; of pornography, 

etymology, cultural relativism, and the “nominal” family of men, all formed 

through shared meals and video games, without women; of chameleon 

flags of convenience, creative bureaucracy, and the drum beat of Hyundai 

engine techno music drenched in sweat and blood and crushed bones.

Unfortunately, this museum would never have any visitors, except for the 

port authorities, the sailors’ wives, and a few select enthusiasts willing to 

wait for the ship for twenty-four hours only to be immediately rushed off 

the premises because everything must get where it is going as fast as pos-

sible. And now artists-in-residency.

At the heart of the Container Residency lies a promise of opportunity: 

to explore this museum, to be at once in a spectacular space and an an-

ti-spectacular place. The opportunity for access and direct participation. 

The opportunity to rest, or perhaps to ride from point A to point B, as one 

sometimes takes the ferry to work. More importantly, the opportunity to 

be paid to work as an artist unrestrictedly. But is this promise actually re-

alized?

The potential problems—the agendas and conflicts of interest—presented 

themselves long before we set sail. The cultural buffer zone that is usually 

part of a residency—that is, the curator, museum, or cultural institution 

that facilitates it—was absent, and the contract was offered directly by 

the company. The contact demanded, in multiple bullet points, the artist’s 

total collaboration with the company’s PR initiatives, to which the artist 

must lend his or her name without hesitation. Detailing the perceived du-

ties and obligations of the artist in an authoritative, legalistic tone, the 

document was clearly drafted by someone skilled at contact writing and 

yet unfamiliar with—and indifferent to—the discourse of contemporary art. 

The contract also included a nondisclosure agreement, serving as catchall 

insurance against any possible unforeseen contagions.
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The nondisclosure agreement effectively rendered the artist’s access to 

the ship and its crew meaningless—you may observe but not share. This 

is a solipsistic privilege usually reserved for state officials and corporate 

industry insiders.

While art shouldn’t necessarily rely on the didactic methodology of gath-

ering facts obtained through access, art that capitalizes on the ambiguity 

of the situation to conceal the nuances of its production in accordance 

with corporate demands isn’t the same as art that willingly chooses to 

avoid the banality of explanation. It’s like committing a crime under the 

cloak diplomatic immunity: while you might not get away with murder, 

small transgressions like speeding are certainly okay. Everyone does it, and 

you’ll never get anywhere if you don’t. But such capitulation is unbecom-

ing in the extreme.

Sure, many art initiatives today are manufactured with the aid of oligarchic 

sponsorship. Some of the more elaborate “art-washing” initiatives of the 

recent past include opening a Louvre in the UAE while the Tate and MoMA 

pleaded with the Emirati government to stop barring artists and academ-

ics from entering the country.

Art residencies are a modern form of advertising. Sponsoring art is per-

ceived, much like recycling and sending memos denouncing sexual harass-

ment, as a signifier of progressive politics. It provides a great smokescreen 

for government initiatives and commercial ventures of all kinds.

Each of us participates in commercial exchange, no matter how much we 

might desire not to. Artists simply cannot produce art locked away in tow-

ers, and we are undoubtedly part of the same social ecosystem as the sail-

ors, curators, and museum-goers.

And I agree that the institutional critique of the 1970s and ‘80s has itself 

become an institutional product.

But to reject all institutional critique entirely is premature and defeatist. 

Accepting the status quo inhibits any progress the discipline might make 

in the future and diminishes what has been achieved in the past, including 

what has made most art residencies possible. If parrhesia—speaking truth 

to power—is at the heart of institutional critique, then the rejection of all 

institutional critique assumes that we’re all equal now, and that provoca-

tion is no longer necessary or effective.

The question is not whether to participate, but how. An expanded institu-

tional critique need not be a scandal-product, nor another Fountain signed 

by R.Mutt. Rather, it could offer a studied look at the corporate sponsor-

ship of art, and could facilitate direct dialogue among artists, curators, and 

institutions, paying particular attention to the demands made by sponsors.

It could also generate discussions on how art produced under these fi-

nancial arrangements is evaluated, and by whom. It could launch a debate 

about the complexity of residencies that take place in an environment 

where it is very difficult to negotiate the competing exigencies of politics, 

war, commerce, and art. At a minimum, an expanded institutional critique 

could foster a discussion about what is actually advertised by an artist for 

an oligarch, and what is made secret.

As it stands, when an artist is invited to sail aboard an armed container ship 

and trusted to turn the event into PR, she is indeed an actress playing an 

artist in an advertisement, a reality exhausted by its commercial function. 

A container-ship residency extends the logic of containerization to art, 

artists, and their easily transported institutional critiques. Putting things in 

readily stackable boxes limits the ability of artists and dockworkers alike to 

interfere with the accumulation process.

And that’s the con in the “perfect con.” While such opportunities might 

provide a temporary fix for an artist, the means of their production pre-

vent the creation of a work of art. Instead, “experience” is accepted by all 

parties as the interchangeable currency of the arrangement. Any artwork 

is a byproduct, an escapist entertainment infamous for the crew for ex-

actly a week until it is discharged for a sequel. This byproduct—however 

provocative, radical, or ambitious—is secondary to the PR effort, and to 

the contractual fine print in which the artist not only tacitly agrees with 

questionable business practices, but also elevates them, usually for far less 

than what is promised by a “like-for-like” market exchange. And we’re told 

so to our faces, if not by our ever-forgiving and confused audiences, then 

by the sailors and the art-loving oligarchs themselves.

×

Container Artist Residency is a project by artist Maayan Strauss that takes artists onboard 

commercial container carriers along existing international shipping routes. The first edition 

of this project was launched in 2015 in collaboration with ZIM Integrated Shipping Services.

Thank you to the crew of the Zim Qingdao for the many poignant conversations, especially the 

team of engineers and deck workers, and officer Alexander Shapiro, whom I promised to credit 

in bold red font. Thank you to my indefatigable, brilliant research assistant and fact checker, 

Paul Mutter. Thank you to Laleh Khalili, Sveta Libet, Daniel Trilling, Emma Beals, Elisha Baskin, 

Marian Kaiser, Adrien Cater, Hester Keijser, and Isabelle Darrigrand for your time and a sound 

advice, to the Hackquarium collective and Kunstbetrieb, and to Kostiantyn Strilets and Shaw 

Xu for technical and logistical assistance. All images copyright of the artist.
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Trade between authoritarian regimes and corporations peddling 
cyber-surveillance systems has all but eradicated notions of pri-
vacy. In an exclusive for Vantage, Mari Bastashevski shares her 
research into these deals.
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Editor’s note: What you will read below is the result of Mari Bastashevski’s 

year-long investigation into the trade of cyber-surveillance systems to oppres-

sive nation states. 12 months of searching for trails of paper work, filing free-

dom of information requests, interviewing and protecting sources, and corrob-

orating their statements.

This is a narrative built upon information that’s incredibly difficult to verify. 

Outside of the community of privacy advocates and cyber-surveillance re-

searchers, no-one really saw this story, or necessarily knew what it was or why 

it mattered. That’s because everything that Bastashevski was looking at — or 

looking for — is invisible, confidential or both.

On July 5th, when Hacking Team (a company that manufactures surveillance 

technologies) was itself hacked and the identities of its clients were posted on-

line, Bastashevski felt vindicated. Not only did the hack confirm the presence 

of Hacking Team in countries she investigated, it also confirmed the presence 

of other companies she knew were providing surveillance to those countries. 

The lies and questionable dealings of a catastrophic industry were laid bare.

“To photograph or to look at what exists on the verge of catastrophe,” critic 

Ariella Azoulay once wrote, “the photographer must first assume she has a 

reason to be in the place of the nonevent or event that never was, which no 

one has designated as the arena of an event in any meaningful way. She, or 

those who dispatch her, must suspend the concerns of the owners of the mass 

media regarding the ratings of the finished product and with her camera begin 

to sketch a new outline capable of framing the nonevent. Photographing what 

exists on the verge of catastrophe thus is an act that suspends the logic of 

newsworthiness.”

By virtue of hackers’ actions, and not the logic of the news industry, I find my-

self in a position to publish Bastashevski’s remarkable findings. A condensed 

version of this work was exhibited at Musee de Elysee and published in the 

Prix Elysee catalogue (Musee de Elysee, December 2014). It has since been 

expanded to include a review of targets and surveillance in Azerbaijan, and 

cross references of the recent evidence obtained through Hacking Team leak.

This is not a photo essay but rather an essay with photos. Bastashevki makes 

photographs, in many ways, to show her stories cannot be photographed. 

These images are way-markers along roads of discovery. 

Author’s Foreword

In case you missed it, last Sunday night, the surveillance research commu-

nity had one hell of a Twitter party, waiting for Hacking Team to wake up. 

The reclusive provider of malware to government and corporate clients 

worldwide, got a rude awakening when a 400GB body of evidence from 

its server was placed onto the company’s own hacked Twitter account.

In the sea of day-to-day platitudes and pictures of cats, the huge trove 

of e-mails, annual reports, invoices, contracts, offered new evidence of a 

firm aiding Human Rights violators, something long since argued by Citi-

zen Lab, and others tracking the company.

The files don’t just disclose information about Hacking Team operations in 

Uzbekistan, Kazakhstan, and Azerbaijan, Ethiopia, Bahrain, Mexico, Sudan 

(to name a few) they also offer glimpses about other surveillance compa-

nies operating worldwide in a similar way. Set free were 21 pages of Verint 

mentions. In the leak, there are 939 hits for ‘Uzbekistan.’ When you search 

‘Verint + Uzbekistan’ 29 hits are returned. There are 4,286 returns for a 

search of ‘NICE Systems’ and 1,768 for ‘NICE + Azerbaijan.’ NICE was con-

tracted by Hacking Team as its “fulfilment vehicle” (distributor) in at least 

half a dozen countries.

Verint and NICE are the two company names I’ve come across most, while 

traveling through Central Asia, Caucasus, Europe and the Middle East, re-

searching the relationship mass internet surveillance industry has in the 

CIS (Commonwealth of Independent States) region.

This publication is about these companies at work, their products and vic-

tims, and why the hacking of Hacking Team was inevitable and necessary.
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Inside the Marriage of Convenience Between Cyber-Surveillance Indus-
try and Paranoid Rulers.

There is hardly a hint of a tightly monitored, repressive state inside the 

Dedeman Silk Road Radisson Sas Hotel in Tashkent, Uzbekistan. Jazz mu-

sic flows through the beige, air-conditioned lobby. The concierge and va-

lets operate at ease, and in almost fluent English. The glass elevator in-

vites a panoramic view of the city square, interrupted only by a reflection 

of an advertisement for a European-style spa. The cleaning ladies knock 

and smile before entering the room. In the hotel shop, national heritage 

carpets are sold with the appropriate certificates. The receptionists make 

the wake-up calls at the agreed hour. And, all the while, the car is ready, 

waiting.

National Security Service of Uzbekistan (SNB) agents are stationed at the 

hotel to monitor the invited guests. They wear civilian clothing and spend 

most of their days outside, only occasionally pacing around the lobby, 

switching among its many leather couches.

The guests are engineers — IT specialists — from world’s leading electronic 

surveillance firms, Verint Israel and NICE Systems. They stay at Dedeman 

at least twice a year. They come here to set up new contracts and to fix 

and manage the complex sets of devices they’ve previously installed inside 

Uzbekistan’s telecommunication and Internet monitoring center. While in 

Uzbekistan, they’re looked after by Eugeniy Ilyasov, SNB’s surveillance 

project manager and the only person in the monitoring center to speak 

English.

Sometimes, Ilyasov picks up the engineers in a minibus with tinted win-

dows. Other times, the engineers just take a cab to the Muslim cemetery, 

leaving the driver flummoxed: “Why does a bunch of Hebrew-speaking 

tourists want to go to a Muslim cemetery?” But the locations of the mon-

itoring centers, much like the rest of national security sites in Tashkent’s 

Gazalkent neighborhood, are a strict secret. The engineers make the rest 

of their way on foot.

The monitoring center, made to resemble a US embassy, has impenetra-

ble, gray concrete walls spotted with heat detectors and cameras. Armed 

guards pace around the perimeter, smoking. Long-term data storage de-

vices are stocked in the basement, a room covered in wires and with hard 

disks stacked from floor to ceiling. Monitors and control devices are nest-

ed a floor above. This is where most of the human labor is performed.

The engineers add new features and fix bugs, usually just in time to moni-

tor readers of new and particularly sensitive articles about Islam Karimov, 

the Uzbek president who has been in power for twenty-five consecutive 

years. They help to add and remove surveillance targets, roughly five hun-

dred for each of the four Uzbek telecoms providers.

The rest of the visit is spent on the recurring routine — engineers explain-

ing to the poorly-versed SNB technologists what is obtainable within the 

realm of modern technology and what cannot be further simplified.

Verint and NICE Play Nice

At breakfast, the engineers of Verint and NICE that mostly pretend to be 

competitor companies, nod in the direction of each other. They take snap-

shots of their food and joke about the local customs.

The SNB usually hires a number of competing companies simultaneously, 

allowing comparison of results and keeping prices stalled through compe-

tition. The two companies understand that and play along to ensure long 

lasting mutual benefit. By week’s end, everyone gets paid whatever ex-

penses are due, often in bags of local cash (SNB agents offer to exchange 

these expenses taking a hefty commissions for themselves). The engineers 

fly back to Tel Aviv or to wherever their skills are needed next.

In the cities of Astana and Almaty, Kazakhstan, the two companies share 

office space and tend to the monitoring centers in open view of one an-

other. Both are managed by a Kazakh National Security Committee (KNB) 

technical expert Alexander Luzyanin who serves as both a minder for the 

engineers while in the country and a point of contact for the business 

managers of Verint and NICE.

The collaborative relationship between Verint Israel and the KNB began 

in the early 2000s. NICE attempted to sign contracts with the KNB in the 

past decade, but did not succeed until 2013, when they were offered a 

DPI (deep packet inspection) project identical to Verint’s.

The engineers prefer Kazakhstan to Uzbekistan, and say Kazakhs don’t 

argue as much over money, speak better English, and are more qualified.

In Azerbaijan, Verint Israel was the primary provider of the state-of-the-

art monitoring centers in the country from the early 2000s onwards. NICE 

eventually caught up and won smaller tenders which included Hacking 

Team products.

One of Verint’s monitoring centers is located in Baku on Parliament Street, 

right next to presidential compound inside the National Security Minis-

try (MNS) offices. The other is in the military zone of Nakhchivan. The 

engineers are restricted from traveling to the disputed territory of Nakh-

chivan, managing instead a front end of the monitoring centre from Baku. 

An Azerbaijani company, Risk, has been contracted by the MNS to set up 

the equipment on location.
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 A polite employee of the Ministry of Foreign Affairs, assigned as a “state 

assistant” to foreign journalists, makes no secret about the application of 

this monitoring.

“We know what they are up to and what they need,” referring to inde-

pendent journalists. “We offered free apartments to all the journalists dis-

pleased with the president, most accepted the offer. It won’t be too diffi-

cult to deal with the few who didn’t.”

When I ask if this is a joke, he laughs.

“Of course!”

Jokes aside, Azerbaijan is treated by both NICE and Verint as one of the 

most lucrative prospects in the region and one that buys multiple products 

with identical functions in order to test them against each other.

The rest of the CIS countries take cues on surveillance and upgrade their 

projects to the best of their ability following the developments in Azerbai-

jan.

What can the monitoring centers monitor?

Data operations within the monitoring centers in Central Asia and Cauca-

sus are split into the two main categories: active and passive monitoring.

Active monitoring targets a specific user/entity using identifiers such as IP 

addresses or unique signatures. Automated requests initiated by the state 

will return full data package on said user/entity. Having made available 

their cables to the state, telecoms providers know monitoring is taking 

place, but know not what is being monitored.

Passive monitoring is a process by which the center collects all of the 

telecom provider’s data: this process includes filtering on the basis of the 

specific parameters set in place by the national security services. Passive 

monitoring is intended to be invisible; telecoms providers may not know it 

is in operation.

Uzbek’s SNB employ both active and passive monitoring. In addition, local 

agents can respond to local circumstance with asking companies to create 

filters on specific keywords.

Verint Israel also provides them with a SSL interception tool, a device put 

together by Netronome, owned by Blue Coat. The device sits online be-

tween the provider and the router, meaning several servers (SGSN) are 

connecting to one server (GGSN, or first generation serving gateway). For 

Verint this is a legally complicated product as it requires a replacement of 

the SSL certificate. The replacement of most major international certifi-

cates (such as Google and Facebook certificates) is a criminally liable of-

fense for a US-registered company. And while Verint itself does not replace 

the certificates, it gives clues to the SNB on where to purchase these.

An “HTTP aggregator” is also in place in all countries, curtesy of Verint. A 

feature that allows the government to see who reads the content hosted 

on any specific link. In Uzbekistan, the aggregator is used to identify po-

tential future user/entities for target-based interception. As a fairly small 

side product, Verint Israel also offers an IMSI catcher, an eavesdropping 

device used for intercepting mobile phone traffic and tracking the move-

ments of mobile phone users.

And if all else fails, NICE provides the Hacking Team malware, under a 

code name OMEGA, as part of a package that cost the Uzbeks almost 

US$1 million between 2011 and 2015.

The SNB employees regularly travel to Israel and Italy for occasional train-

ing and feature acceptance trips, and receive training at home.

In Kazakhstan, the authorities have a similar set up as that in Uzbekistan, 

but rely on multiple points of data collection throughout the country and 

prefer passive monitoring whenever possible to prevent other entities 

from knowing about who or what the KNB is monitoring.

Hacking Team is also in the KNB surveillance shopping basket. It buys the 

product directly from Hacking Team and has paid $1,012,500 for it to date.

Azerbaijan MNS, much like NatSec in Uzbekistan and Kazakhstan, has both 

Verint’s target-based (active) and data-based (passive) modes of monitor-

ing, although in practice, Azerbaijan’s National Security Ministry (MNS) 

relies primarily on active, target-based monitoring. The monitoring centers 

in Azerbaijan provide a state-of-the-art PTSN- and IP-based surveillance.

Verint’s first project in Azerbaijan was a circuit switch monitoring sys-

tem — something they put in place over ten years ago, and that it still main-

tains. The large second project, although not implemented on a significant 

scale, was a very basic DPI system in place since 2009, and has been mod-

ernized several times since.

Like the others, MNS purchases Hacking Team services through partner-

ships with NICE and a one-man U.S. registered firm called Horizon Global 

Group, managed by an Azerbaijani Abik Charuhchev. The contract has cost 

the MNS US$349,000 to date.

Azerbaijan is the only country in the former Soviet Union that has invested 

in an expensive satellite Internet communications monitoring project, a 

project also tended by Verint.

20



M
A

R
I 

B
A

S
TA

S
H

EV
S

K
I

Essay

First Published 
by:

Vantage Magazine
Medium

2015

Where do components of a total surveillance system come from?

The monitoring centers do not operate in vacuum. At least in Central Asia 

and the Caucasus, they would not work if it weren’t for the compliance of 

local and international telecoms that often rely on European, American, 

and Chinese products to make their equipment suitable for the local se-

curity protocol, SORM. Literally a sum of its parts, SORM is a system for 

which no-one has buck-stop accountability.

SORM is a collective term coined in 1995 in the Russian Federation for 

phone and Internet interception. The system was adopted by all of the 

neighboring countries that had gained independence from the USSR in 

1991. Since then, a hundred international technology companies have in 

one way or another engaged in contracts related to SORM and SORM 

components with local brokers or telecoms directly. Some have also col-

laborated with the local security agencies directly.

The Uzbek SORM certification department has collaborated with a large 

number of European telecommunications and surveillance companies 

through the Uzbekistan State Unitary Enterprise Scientific Engineering 

and Marketing Researches Center (UNICON), a state sponsored cyber se-

curity research and development center created in 1992 by decree of the 

Ministry of Communication, which allocated a hefty proportion for SORM 

projects and overseeing SORM contracts, as well as for related develop-

ment work. The collaboration, in turn, secured a number of long-term con-

tracts for European, Russian, and Asian companies specialized in providing 

system components and optimizing some of the Western equipment for 

SORM standards.

Between 2007 and 2010, UNICON was involved in all SORM-related 

projects in the country, and issued SORM consultancy contracts to Nokia 

Siemens Networks (NSN), Huawei Technologies, and Iskratel, among oth-

ers. In 2009, the number of certifications of SORM-related equipment in-

creased 340% from the 2008 number.

When SORM for telecoms in Uzbekistan was first adopted for SMS/text 

messaging surveillance, the components for the projects were provided by 

a Shanghai branch of Alcatel-Lucent, a France-based technology company 

that offers phone and Internet surveillance with deep packet capabilities. 

Back then it was an investment worth US$4 million, local technology mag-

azine InfoCom reported.

Since 2009, the Alcatel S-12 solution has been further employed in SORM 

developments, and installed on 76 additional telecom ports throughout 

the country. They are used by all telecoms there, including the joint Swed-

ish- and Norwegian-owned telecom TeliaSonera.

In Kazakhstan, brokers connect Western component manufacturers — such 

as Alcatel, Juniper Systems, and BroadSoft — with telecom providers. 

The telecoms may only go online in Kazakhstan when its equipment is 

SORM-operational. But telecoms do not stop at compliance; much like 

surveillance industry, they actively pursue new surveillance-related con-

tracts in these countries.

The Targets

The number of targets for each country and each telecom varies through-

out the years. In 2012–13, the number of targets for IP-based intercep-

tion in Uzbekistan at the Verint monitoring center alone was fluctuating 

between 300–600 (per each of the four telecomes in the country) close to 

the systems’ maximum and unusually high for a country with a total popu-

lation of about 30 million people, only 38.2% of which are online.

Azerbaijan, likewise, has reached the systems maximum. In the more lax 

kleptocracy of Nursultan Nazarbayev in Kazakhstan, where citizens en-

joy some degree of freedoms by comparison to neighboring republics, the 

number of targets for SORM-Telefonia interception ranges in the thou-

sands.

In all of these countries, most of the targets include either high-ranking 

businessmen with enough wealth to influence the local politics or local 

activists, human rights employees, journalists, and members of minority 

religious groups and the LGBT community.

While businessmen and international organizations expect this level of 

surveillance and can afford, at least in part, to protect against state surveil-

lance, it is the minorities, journalists, and activists who are the most vul-

nerable. Social networking tools — initially much anticipated and promoted 

by the activists in the region as means of empowerment and uncensored 

speech — have left citizens completely exposed.

In Uzbekistan, where the systems have most definitely been used to crush 

opposition, advocacy and journalism, the number of confirmed victims of 

surveillance is in the hundreds, most of them too terrified to engage with 

international monitoring bodies or to testify.

But you would be wrong to think it stops within the borders of the regime. 

Uzbeks who are relatives of, or in contact with, prominent activists and 

human rights defenders who live outside Uzbekistan, will be summoned to 

the Uzbekistan’s national security offices after each and every visit and/or 

contact with the family and friends abroad.
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In 2013, when the SNB arrested an activist Nabidzan Dzurabaev for al-

legedly attempting to topple the government, his wife enlisted the help 

of Mamur Azimov, a local human rights lawyer, who in turn contacted a 

human rights activist in France. The SNB immediately summoned Dz-

urabaev’s wife and ordered her to stop all communication, or face jail time. 

Azimov, too, was summoned to the SNB offices, where it was made abun-

dantly clear the SNB has been recording his movements online for weeks.

The family of former First Deputy Assistant Treasurer of the Uzbek Na-

tional Treasury, Alex Sherm, was confronted with the same issues. After 

accusing several officials of corruption in 2002, Sherm received multiple 

threats and came to suspect that his phone calls and emails were being 

monitored. In 2004, he decided to move to the U.S. Sherm’s remaining 

family were then issued summons by the SNB and ordered to inform on 

Sherm whenever he got in touch with them. Sherm, in turn, made the dis-

turbing decision to cut off correspondence with his relatives, for their own 

safety.

In Azerbaijan, hundreds of people have been jailed for speaking against 

the ruling power of Aliyev’s family. Those who remain free have grown 

so frustrated with mentioning privacy that they have either given up at-

tempting to secure their correspondence, or left their practice and home 

country altogether. Their testimonies of encountering state surveillance 

are harrowing.

In February 2009, the Freedom and Security Institute assigned a journal-

ist, Idrak Abbasov, to produce a report on human rights and freedom of 

speech and press in the Nakhchivan Autonomous Republic. He travelled 

to the contested region and tried to interview official and unofficial sourc-

es, as well as civilians whose rights were being violated.

During this trip, Abbasov’s personal Gmail correspondence was being 

read. As a result of the information garnered, he was subjected to physical 

and emotional abuse by the Ministry of National Security (MNB) and was 

pressured to drop the initiative. Abbasov was hospitalized with stenocar-

dia upon returning to Baku.

On February 20, 2009, Abbasov received a phone call from the Minister of 

National Security for the Nakhchivan region summoning him to a meeting. 

Abbasov was excited, assuming that they were granting him permission 

to conduct an interview, and prepared detailed questions. It was a natu-

ral conclusion, given the two men had already been through several for-

mal meetings with other state officials. However, when the pair entered 

the premises of the MNB, they were immediately separated. Abbasov was 

instantly handcuffed, blindfolded with a black hood, and dragged into a 

basement room with one chair.

The interrogation into Abbasov’s email correspondences continued for 

several hours, after which Abbasov was released and asked never to return 

to Nakhchivan again.

For Abbasov, the incident marked a start of continuous physical and elec-

tronic surveillance, and a long campaign of detentions and interrogations. 

Abbasov and his family were forced to leave Azerbaijan in September 

2014, when his colleagues decided the threat had become too serious for 

them to remain.

The Companies: Verint

Verint Israel is part of the U.S.-registered corporation Verint, headquar-

tered in Melville, NY. Verint offers a large array of surveillance products 

from video equipment to ready-to-use monitoring centers for lawful inter-

ception based on both IP and PSTN (public switched telephone network). 

Verint has offices or subsidiaries in over 30 countries.

Verint’s paranoid clients are not limited to the rules of post-Soviet space. 

A couple of years back, Verint Israel set up a full-service monitoring center 

as well as necessary maintenance services at the Government of South 

Sudan, a country that recently took to deporting international UN per-

sonnel with little or no explanation. The company is said to have provided 

technology and services worth hundreds of thousands free of charge in 

exchange for a data sharing agreement that permits Verint’s employee to 

remain on premises and access all data at all times.

In addition, Verint Israel is servicing a monitoring center it has installed 

at the request of the local security services in Bahrain. The Government 

of Israel forcefully suggested Verint take the contract, and Verint obliged. 

This created considerable logistical difficulties for everyone involved. The 

risk involved in pacing about Bahrain undercover and at the protection of 

Bahraini intelligence is a subject of heated debate within Israeli national 

security circles.

In 2014, Verint signed a contract with the Government of Saudi Arabia 

for a full-service monitoring center, one of the largest contracts in their 

corporate history. The firm avoided the logistical quagmire of travel bans 

by sending Indian professionals on their behalf. This is a textbook example 

of the pernicious business of convenience between states that publicly 

portray themselves as ideological opponents.

Verint Israel leadership has extensive ties to the Israeli national security 

apparatus and state-funded R&D programs. Over the years, it and its for-

mer parent, Comverse, have reportedly been the target of FBI investiga-

tions for financial misconduct as well as corporate espionage in the U.S. 
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Despite this, Verint has worked with Verizon, the FBI, and the Department 

of Justice. Clients of Verint CCTV surveillance products include the Mall of 

America, the U.S. Capitol Building, and the Pentagon.

The Companies: NICE Systems

NICE Systems openly calls itself one of the world leading providers of all 

forms of surveillance, including lawful interception based on IP and PSTN 

(public switched telephone network). Until recently based in Ra’anana, Is-

rael, it lists the Statue of Liberty, Los Angeles International Airport, New 

Jersey Transit, the London and Beijing Undergrounds, and the Eiffel Tower 

amongst its top clients. Police forces in Europe and the U.S. are on its cli-

ent-list too.

Since the early 2000s, NICE has worked directly with the national security 

agencies of Uzbekistan, and Kazakhstan. Although the work on monitoring 

centers is conducted between NICE management in Israel and the author-

ities directly, NICE also has a substantial commercial presence through-

out the regions where it has monitoring centers, especially in Kazakhstan, 

Moldova, Poland, and Russia. Likewise but to a lesser degree, the company 

offers mass interception and surveillance services in the Middle East and 

many conflict-affected African countries. NICE is attempting expansion in 

Bahrain and Saudi Arabia.

In 2008, NICE announced that the Russian telecommunications provider 

VimpelCom would undertake further expansion of NICE solutions to its 

service centers in Russian language, which would help improve Vimpel-

Com customer service in Russia, Kazakhstan, Uzbekistan, Ukraine, and Ar-

menia.

In Kazakhstan, as well as Moldova, Poland, and Russia, NICE is represented 

by Aman Computers, led by Sagi Eliyahu. Aman Computers also represents 

the Israeli ICT firms Informatica and Citirix, providing video surveillance 

and other services to the Ministry of Defense, the Israeli police, Rafael 

Advanced Defense Systems, Israeli Aircraft Industries (IAI), and the IDF. In 

one form or another, NICE technology is used to monitor some 1.5 billion 

people.

Both Verint and NICE, although Verint is technically a U.S. company, are 

cleared for exports through Israel. Surveillance exporters based in Israel 

are pre-authorized to export these commodities and services by Israeli 

government agencies, and enjoy the speedy export procedures granted 

to companies recognized with “security industry” status. Authorization is 

presented to the firms in the form of a list of pre-approved export desti-

nations.

In 2013, the list of pre-approved export destinations for “unclassified” 

technologies was expanded to include 100 countries, an increase from 

the previous list of only 30 registered countries. In exchange for these ex-

port permissions, the Israeli intelligence community occasionally requests 

that benefitting companies take on contracts in countries of interest. So in 

Central Asia, similarly to the rest of the world, companies enjoy minimum 

scrutiny and are dealing with limited paperwork produced and pre-ap-

proved by the national security agencies themselves.

The initial panopticon was based on an eighteenth century workhouse 

blueprint. It let the managers observe the workers while the workers could 

not see the managers. Designing an Internet-generation panopticon that 

gives the government the means to observe any citizen at any time online 

is at the very core of the product provided to state authorities by the cy-

ber-surveillance industry.

Companies like NICE, Gamma Group, Verint, and HT, who sell this pow-

er to governments for which “watched a YouTube protests video” consti-

tutes criminal behaviour become co-arbiters of what is and isn’t a “wrong 

act”. Yet for the companies, much like for their clients, their own secrecy 

remains absolute and proprietary: not something for press consumption, 

researchers, or advocates.

In Central Asia and the Caucasus, the deployment of mass surveillance and 

information vacuum around it (knowing the watchtower is there, but not 

what’s in it) has created a widespread culture of electronic self-censorship 

and self-imposed exile. A culture in which people who disagree with the 

government and wish to be active about it voluntarily choose to cut off 

electronic communication with friends and family as a way of preemptive 

protection. For them, knowing what surveillance is in place, how it oper-

ates, and who puts it there is an imperative. Until that knowledge is made 

public, or until unrestricted surveillance is restricted, someone will take 

offence. And profiteers will continue to face opposition, enquiry, and yes, 

hacking  
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24 HOURS AT THE FOXCONN FACTORY
Investigation2016

24

Artist Mari Bastashevski recently visited Foxconn, a massive 
contract electronics manufacturer in Shenzhen, China, whose 
clients include Apple, Amazon, Microsoft, Sony, and Nintendo. 
The company — which has for years been on the receiving end 
of continued criticism over its factories’ labor conditions — is 
usually tight-lipped about its operations, allowing only very rare 
and highly regulated tours to the press. Bastashevski was able to 
have a relatively unobstructed visit, without handlers. This is an 
accounting of her 24 hours there.

Introduction by BuzzFeed Editor

To download the entire essay click here.

This is an extract from the book Ten Thousand Things Out of 
China.
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Foxconn is a high-security factory town home to hundreds of thousands em-

ployees. I cannot offer too many details without compromising the insider who 

made the access possible, but once my day pass was cleared by the electronic 

check-in at the main gate, I could wander from place to place for an entire 

day unobstructed by the internal police, who are used to non-Chinese visitors, 

usually the employees from Apple. Besides, the factory is quite hectic and so 

the chances of running into the same guards enough times to cause an alarm 

are quite small.

The human traffic is highest from 6 to 7 a.m. and from 4 to 5 p.m., when 

men and women flow in and out of the work labs in three orderly waves, 

and again at midnight, a time when the village is especially dynamic.

The town itself is rigidly structured and demarcated. It is the polar oppo-

site of a regular city in terms of diversity and the varying intensity of urban 

life. Its design, which at first seems labyrinthine, is actually strictly defined 

in a manner similar to that of a military training camp: All areas are broken 

into blocks A, B, C, D, F, and E, and an internal transport system moves 

the workers to and from these zones. There, they leave their belongings 

in numbered depository shelves and proceed to their labs or offices, often 

clearing another security level en route.

It is evident that the factory has tried to put some effort into checking the 

boxes that make the work conditions appear more passable. The offic-

es and public spaces are filled with vegetation, and motivational posters 

or historical notices are plastered randomly on the walls. There are two 

swimming pools, a hospital, an understandably empty Foxconn workers’ 

union, shopping kiosks, cafés, canteens, and an automated electronic li-

brary. Suicide prevention nets are installed at random staircases and along 

various parts of the roofs. The managers start the shifts with an enthusias-

tic motivational speech, which is accompanied by the Foxconn corporate 

anthem.

“But a factory is still a factory,” an educated engineer tells me through a 

translator app when I ask him about the suicides. “Young men and women 

don’t actually want to do factory work anymore, at all.”

The interns are cagey about their actual age. Often they seek overtime and 

get it. Those who cannot afford a place outside the factory are crammed 

into the factory dormitories and don’t leave the town for weeks on end. It’s 

dusty, it’s hot, and oftentimes the stench of factory detritus is unbearable.

During the day, the employees, including many security guards, fall asleep 

in awkward positions any chance they get, on chairs, lab tables, and bench-

es, but at night when the heat is off, the town comes to life.

The human drama inside the village is the inverse of the inertia of monot-

onous labor: The men are exchanging items, playing games, or chatting to 

each other without looking up from their phones; the girls are thawing un-

der black mud masks. They are serious and focused, intent on maintaining 

appearances and testing out the free products, but they have little energy 

to enjoy the process, which takes place in makeshift beauty parlors right in 

the middle of convenience stores. This pristine pastime, of which there is 

very little, is local and texture-rich. It stands in stark contrast to the unifor-

mity of goods produced at the heart of this mechanical fortress.

Somehow I imagined that at the end of the day the village would be asleep, 

so the night crawling there really stood out, as did the joggers running 

along the stadium track and alongside the lake just outside the factory 

town.It’s the best imaginable interpretation of Kafka’s “city in the south”:

  

 “People live there who — imagine! — don’t sleep!”

    “And why not?”

    “Because they don’t get tired.”

    “Why don’t they?”

    “Because they are fools.”

    “Don’t fools get tired?”

    “How could fools get tired?”                                

Not quite how Walter Benjamin saw it when he commented, “One can 

see that the fools are akin to the indefatigable assistants.” Rather, this 

tirelessness seems a resistance to a definition, not adherence to one.
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PRIVATE INTERESTS: MONITORING CENTRAL ASIA
Investigation, Report, Analytical Research2017

2

This is an introduction and a summary from the report I wrote 
while commissioned as an investigative researcher by a London 
based NGO Privacy International. In the course of this consul-
tancy I’ve identified, met, and interviewed surveiliance industry 
participants, former national security agents, and active national 
security personnel in Europe, Middle East, and Central Asia; and 
developed case studies analysing the damaging effects of the 
mass and target surveiliance on freedom of expression. 

You can download the full report here.

Report Reviews:

In The Intercept
In Time Magazine
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IRREGULAR ARMED GROUPS IN EASTERN UKRAINE
Field Investigation, Report, Analytical Research2017

7

This is an extract from the peer-reviewed report I co-authored 
while commissioned as an investigative researcher by Small Arms 
Survey in Geneva Switzerland. For this commission, I investigat-
ed the newly established irregular armed groups operating in 
Ukraine since the beginning of the 2014 hybrid war. The paper 
drew on open-source analysis, in-field interviews with military 
officials, conflict participants, and focused on the sources of in-
come of armed groups, legal status of combatants, chain of com-
mand, areas of operation, military capabilities, and human rights 
violations perpetrated by the combatants. In addition, I co-ordi-
nated the itinerary of an official Swiss delegation to Ukraine; and 
liaised between Small Arms Survey, the OSCE, and officials from 
Ukraine, Russia, and Switzerland affiliations and the veracity of 
their information. This report has not been made public but can 
be made available by Small Arms Survey for internal circulation 
upon request.
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Building on the recommendations of the team of disarmament experts 

during the visit to Kiev in May 2014, as one of the initial steps under the 

Ukraine Arms Control Fund (No. 1101514) it was proposed to establish 

a reliable baseline of armed groups, their weapons, and ammunition in 

Ukraine, with a view to assisting the Ukrainian authorities in designing 

and implementing future de-escalation and disarmament activities. This 

report presents draft outputs of the activities led by the Small Arms Sur-

vey, specifically an ‘armed groups mapping’ report and a ‘technical weap-

ons and ammunition’ report. Recommendations for the development and 

implementation of the follow-up project(s) on strengthening the physical 

security and stockpile management (PSSM) of small arms and light weap-

ons and conventional ammunition in Ukraine’s military and security forces, 

developed together with the OSCE Secretariat on the basis of this base-

line study, are provided in a separate document.

The project has undertaken extensive research based on key informant 

interviews and a review of open source information on the size, context, 

composition, structure, and leadership of armed groups in Ukraine’s Don-

bass region, as well as an assessment of their weapons holdings. The anal-

ysis benefits from information collected during meetings with government 

officials and other key informants in Kiev in May, September, and Novem-

ber 2014. To the extent possible, this information was cross-checked with 

contacts in Ukraine, including the Ukrainian government, representatives 

of Eastern armed groups, and a number of sources with access to the Don-

bass region (e.g. representatives of international organizations, NGOs, re-

searchers, and journalists observing or covering the conflict). The project 

also addressed official requests for cooperation and information to the 

Ukrainian Ministry of the Interior and other relevant governmental stake-

holders. The report aims to reflect the situation as of November 2014.

Result 1: Mapping irregular armed groups in Ukraine

Below is an overview of the irregular armed groups operating in Ukraine 

and their capabilities:

In the east of the country, leaders of the self-proclaimed Luhansk and Do-

netsk People’s Republics (LPR and DPR) have announced their intention 

to create a united structure for the groups operating in the territory they 

control. There is great uncertainty around the total strength of the East-

ern armed groups, however, with estimates ranging widely; most sources 

consulted suggest there are 10,000 or more fighters affiliated with the 

Eastern armed groups. There is also significant variation in size, weaponry, 

operational capability, and command and control structures of the various 

militia. This will have implications for future arms control, disarmament, 

demobilization, and reintegration programmes, as well as stabilization, and 

confidence and security building.

The Ukrainian government is in the process of integrating the volunteer 

battalions into its regular forces and units. Ukrainian Interior Ministry 

sources informally state that some 5,000–6,000 volunteers have joined 

the ministry’s forces as of November. The project was unable to obtain an 

official account of the number of volunteers serving under the Ministry 

of Defence. Aside from the registered volunteers, it appears that small 

groups of unregistered combatants continue to operate on the front line 

alongside pro-government forces.

During the most intense phase of the crisis from June to August the nu-

merous groups operating on both sides have remained more or less united 

in fighting their opponents, although the longer-term objectives of some 

formations remain unclear and are potentially destabilizing.

Overall, there is significant variation in size, weaponry, operational capa-

bility, and command and control structures of the armed groups. This will 

have implications for future arms control, disarmament, demobilization, 

and reintegration programmes, as well as stabilization, and confidence and 

security building.

The information collected leaves no doubt that several tens of thousands of 

irregular fighters have fought on both sides of the conflict in the Donbass. 

Whether these combatants are ultimately integrated into formal state se-

curity forces or encouraged to return to civilian life, such efforts will need 

considerable resources, preparation, and coordination to be meaningful. In 

addition, possibly even greater numbers of individual small arms and light 

weapons and hundreds of heavy weapons will require registration or dis-

posal as part of these programmes. Finally, government, international, and 

civil society interlocutors have stressed the need to provide psychological 

trauma and other assistance packages to fighters returning from the front 

line, as well as to victims and civilians leaving the conflict area.

Result 2: Monitoring small arms, light weapons, and their associated am-
munition in Ukraine

The project presents the following conclusions on the irregular armed 

groups’ weaponry:

While initially poorly equipped, irregular fighters on both sides have pro-

gressively gained access to a wide range of military-grade equipment, in-

cluding a variety of small arms and light weapons and hundreds of heavy 

weapons. Among the dozens of models of weapons identified, 5.45 x 39 

mm AK-74-pattern assault rifles are the most commonly used military ri-

fle. Sensitive light weapons in the hands of irregular fighters include sever-

al models of anti-tank guided missile systems (e.g. the 9K111 Fagot/AT-4 
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Spigot and 9K115 Metis/AT-7 Saxhorn) and man-portable air defence sys-

tems (MANPADS) (e.g. the 9K32 Strela-2/SA-7a Grail, 9K38 Igla, 9K310 

Igla-1, and Grom-E2). Reports also suggest the use of ‘homemade’ firearms, 

improvised explosive devices (IEDs), landmines, and cluster munitions.

Sources in Ukraine probably account for the majority of weapons and am-

munition held by irregular armed groups. These sources include firearms 

that civilians held before the conflict; state arming of volunteer battalions; 

the looting of state stockpiles; the capturing of weapons held by govern-

ment forces or other armed groups; but also the seizing and possible ex-

ploitation by armed groups of weapons and ammunition manufacturing, 

maintenance, and repair facilities.

The similarities of the Ukrainian stockpiles to those of other former East-

ern Bloc countries make it difficult to identify types of arms that can con-

clusively be traced to foreign sources. However, evidence suggests that 

some specific types and models of arms used in the crisis—including some 

heavy weapons, grenade launchers, and MANPADS—were not previously 

known to be in Ukraine prior to the conflict and most probably originate 

from foreign sources. Further research  is required to clarify the chain of 

custody of this materiel.

Reports point to the movement of small arms from the conflict zone to oth-

er parts of Ukraine, including cases of arms smuggling and use in non-con-

flict related criminality. While the scale of such smuggling remains unclear,  

these incidents are illustrative of the long-term security challenges the 

current crisis will pose to Ukraine if the issue of small arms proliferation is 

not adequately tackled.

It is not yet possible to determine with certainty the origins and flows 

of most weapons used by irregular armed groups. The physical examina-

tion of weapons and ammunition held by or captured from irregular armed 

groups by independent weapons experts and, where appropriate, the pro-

cessing of official tracing requests would be needed to clarify possible cas-

es of foreign-sourced materiel. More precise and systematic reporting by 

international observers and journalists on the weapons and ammunition in 

circulation would also help in this regard.

These findings highlight the importance of enhancing PSSM in Ukraine as 

a means of preventing the further diversion of weapons to armed groups. 

Furthermore, the extensive use of heavy weapons during the conflict has 

resulted in the contamination of land by unexploded ordnance, which, 

combined with the reported use of landmines and IEDs, poses significant 

risks to the civilian population.

Next steps

This baseline provides a first overview of the irregular armed groups in-

volved in the Donbass crisis and their weaponry. It has identified a num-

ber of areas of concern that merit closer scrutiny (resources and access 

permitting). The scope and intensity of the conflict in Eastern Ukraine has 

increased dramatically since the assessment was first envisaged, howev-

er. This has made the collection of relevant information more challenging 

than planned, and access to the eastern regions of the country is particu-

larly difficult. Moreover, the assessment’s initial focus on small arms, light 

weapons, their ammunition, and MANPADS no longer reflects the exten-

sive military capabilities—including hundreds of heavy weapons—that ir-

regular armed groups have acquired in recent months. The following are 

areas for further research and investigation that the Small Arms Survey 

believes would assist in gaining a more thorough understanding of the 

situation in Eastern Ukraine:

Armed groups and weapons need to be further monitored and informa-

tion cross-checked, including through field visits in the Donbass region 

and continued cooperation with the OSCE’s Special Monitoring Mission 

to Ukraine (SMM).

Members of irregular armed groups should be surveyed to better under-

stand their expressed views on and expectations for reintegration.

Cooperation with states and other reliable sources should be increased to 

verify and supplement open source information on heavy weapons and 

weapons of possible foreign origin.

A weapons identification training package should be designed for inter-

national observers and possibly government officials and journalists mon-

itoring the situation in the east of Ukraine, and customized training work-

shops should be organized. This would help improve the recognition and 

recording of the weapon systems and ammunition in circulation.

The extent of flows of weapons and armed groups to and from the conflict 

zones should be monitored. This could include using a broader set of data 

collection tools, including household surveys and monitoring the prices at 

illicit arms markets.

2.    Context

The conflict in the Donbass region has intensified greatly since the present 

assessment was first considered in May 2014. This section reviews some 

of the main developments since then, including the dramatic increase in 

conflict casualties, violations of international human rights and humanitar-
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ian law, allegations of foreign support to the Eastern armed groups, and 

‘institution-building’ in the Donbass. Taking note of these trends is critical 

to understanding the extent of the current capabilities of irregular armed 

groups and the impact of their weapons, as well as in considering related 

stabilization measures.

2.1    Conflict casualties

The 35-strong UN Human Rights Monitoring Mission in Ukraine, work-

ing from data reported by the Ukrainian National Security and Defence 

Council, the prosecutor general, and civil medical establishments and local 

administrations, publishes regular updates on the number of casualties in 

its monthly reports (see OHCHR, 2014f). From mid-April to 18 November 

at least 4,317 people were killed (including the 298 victims of the crash 

of Flight MH17) and 9,921 wounded (OHCHR, 2014e). UN officials stress 

that the reported total death tool is an underestimate and could in reality 

be as much as double this figure. Indeed, the number of fatal casualties 

among civilians and Eastern armed groups, as seen in Figure 2.1, probably 

does not reflect the whole picture, given how difficult it is for government 

health institutions to access areas controlled by these groups. In fact, in 

early December the Ministry of Defence estimated the total number of 

fatal casualties among Eastern armed groups to be around 8,000 troops 

(Korrespondent, 2014f).

Source: Elaboration of data contained in OHCHR (2014f). Numbers do not 

include the 298 victims of the 17 July crash of Malaysian airlines Flight 

MH17.

While the precise death toll of the conflict is difficult to evaluate, the avail-

able data shows a dramatic increase in conflict fatalities and injuries over 

time (Figures 2.1 and 2.2). The number of people killed increased more 

than tenfold between June and September, in the context of the June–July 

military offensive by Ukrainian forces and the August counteroffensive by 

Eastern armed groups. The number of injured and killed continued to in-

crease substantially after the 5 September ceasefire. From 6 September 

to 18 November, close to 1,000 fatalities (957) were recorded – 838 men 

and 119 women (OHCHR, 2014e). According to the UN, while ‘there has 

been an absence of large-scale offensive actions since the ceasefire was 

announced on 5 September, in some areas artillery, tank and small arms 

exchanges have continued on an almost daily basis’ (OHCHR, 2014e). As 

of November 2014 the Ukrainian government reported that its forces had 

been shelled or attacked more than two thousand times since the cease-

fire (OHCHR, 2014d, para. 24).

Source: Elaboration of data contained in OHCHR (2014f). Numbers do not 

include the 298 victims of the 17 July crash of Malaysian airlines Flight 

MH17.

2.2    Violations of international humanitarian and human rights law

International observers have reported human rights abuses perpetrated 

by both parties to the conflict. In its 20 November report the UN Human 

Rights Office reported cases of serious human rights abuses in territories 

controlled by the Eastern armed groups, including ‘torture, arbitrary and 

incommunicado detention, summary executions, forced labour, sexual vi-

olence, as well as the destruction and illegal seizure of property’. The UN 

report further qualified these abuses to be of a ‘systematic nature,’ and 

that they ‘may amount to crimes against humanity’ (OHCHR, 2014d, para. 

6). The robbery and detention of journalists – Ukrainians in particular – by 

Eastern armed groups, especially in Luhansk, has discouraged reporters 

from entering the separatist area (CPJ, 2014; Global Voices, 2014).  Eastern 

armed groups were involved in cases of torture targeting pro-government 

activists, journalists, and staff of international organizations in April, May, 

and June. There appears to have been fewer such cases since July. From 

July-early August, human rights groups report a rise in hostage-taking and 

disappearances of men, and in particular of Ukrainian military servicemen.

The UN has also noted human rights violations ‘committed by some volun-

teer battalions under government control, which have been undertaking 

police functions in many of the liberated towns and villages.’ They include 

enforced disappearances, arbitrary detention, ill-treatment, and the ha-

rassment of suspected separatist supporters throughout their operational 

areas (OHCHR, 2014c, para. 42). On 8 September an Amnesty Internation-

al report called for an investigation of crimes committed by the battalions: 

‘including abductions, unlawful detention, ill-treatment, theft, extortion, 

shooting civilians, and possible executions’ (Amnesty International, 2014).  

The indiscriminate use of artillery by all sides, such as unguided rockets 

fired by multiple-launch rocket systems (MLRSs), has been condemned 

(OHCHR, 2014e, para. 8). Human Rights Watch has also documented the 

use of cluster munitions in the populated areas of Donetsk, although the 

government has denied any involvement (Human Rights Watch, 2014; 

OHCHR, 2014e, para. 8).   

Ukrainian officials and activists acknowledge the challenges faced by the 

Ukrainian justice system in investigating cases of human rights violations; 

the system was not created to respond to large numbers of war-related 

incidents. They stress, however, that legal procedures exist in Ukraine for 

victims to obtain justice, which they argue is not the case in territories 

controlled by the Eastern armed groups. The conclusions of the UN’s No-

vember 2014 report on the human rights situation support this view: ‘in 
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the territories under the control of the “Donetsk people’s republic” and 

“Luhansk people’s republic” there continues to be a total breakdown in law 

and order, and a lack of any human rights protection for the population 

under their control’ (OHCHR, 2014d, para. 5).

2.3    Foreign support to Eastern armed groups

While the provision of foreign government support to the Eastern armed 

groups is not the primary objective of this baseline assessment, such re-

ports should be considered when assessing the capabilities of irregular 

armed groups. There have been regular reports that the Russian Federa-

tion has provided assistance to the Eastern forces. Some of the accusa-

tions have centred around the reported presence and movement of equip-

ment of alleged Russian origin in areas controlled by the DPR and LPR. On 

11 November, for instance, US Air Force general Philip Breedlove, NATO’s 

Supreme Allied Commander for Europe, expressed his concern over the 

‘increased movement’ of armoured weapons and other military equipment 

into eastern Ukraine’ (VoA News, 2014). The claim followed a report by 

the OSCE SMM observers who noted the movement of ‘a convoy of 43 

unmarked green military trucks’ in the region (OSCE, 2014c). Cases of 

military weapons of foreign origin in the hands of Eastern armed groups, 

which were not known to have been in Ukrainian stockpiles before the 

conflict, are discussed in sections 4.1 and 4.2 of this report, and merit fur-

ther investigation (see also Ferguson and Jenzen-Jones, 2014, pp. 84–86).

Multiple accounts from a variety of sources have established the participa-

tion of Russian nationals in the Eastern forces. The OSCE Observer Mission 

at Russian Federation checkpoints Gukovo and Donetsk regularly reports 

people in military-style clothing crossing the border in both directions at 

the border-crossing points, including 2,751 people during the period 24 

September to 31 October 2014 (OSCE, 2014d; OHCHR, 2014d, fn. 6). On 

4 December US secretary of state John Kerry stated that ‘hundreds of Rus-

sian soldiers have been fighting and dying inside Ukraine’ (Gordon, 2014). 

According to DPR leader Aleksandr Zakharchenko in a statement reported 

by the Guardian on 16 August, 1,200 Russians joined the separatist forc-

es after receiving training in Russia in the summer (Walker, 2014a). He 

also claimed that overall, 3,000–4,000 Russian nationals have joined the 

separatists in south-eastern Ukraine in some capacity (RT, 2014b). NATO 

Brigadier General Nico Tat stated in late August that more than 1,000 Rus-

sian Federation soldiers (as opposed to volunteers) were deployed into 

south-eastern Ukraine as of late August (AP, 2014b; Leonard and Baetz, 

2014). Reports originating from Russian Federation associations of moth-

ers of soldiers suggested at least 200 members of the Russian Federation 

armed forces had died in Ukraine, although Moscow has denied sending 

any regular troops (Guardian, 2014a). An RBC investigation into Russian 

Federation servicemen fighting in south-eastern Ukraine reported that sol-

diers from at least five separate Russian Federation army units had fought 

in the separatist areas (Solopov, 2014). An independent lawyer offering 

legal assistance to victims of the conflict also found original record-keep-

ing documents used by volunteers who joined the Eastern groups; these 

records reveal that a number of these volunteers claimed to have combat 

experience in Afghanistan, Tajikistan, 1st and 2nd Chechen wars.  

The role of Russian Federation nationals in the Eastern armed groups ap-

pears to have become particularly important during the period June–Au-

gust 2014. At the time the UN Human Rights Office reported that

the professionalization of the armed groups fighting in the east has be-

come openly acknowledged and self-evident. Their leadership, many of 

whom are nationals of the Russian Federation, are trained and hardened 

by experience in conflicts, such as in Chechnya (Russian Federation) and 

Transnistria (Republic of Moldova). What was previously something of a 

rag tag of armed groups with different loyalties and agendas is now be-

ing brought together under the central command of these men (OHCHR, 

2014a, para. 8).

As this report notes in section 3.1, Russian Federation nationals such as 

Igor Girkin and Vladimir Antyufeyev played important roles in the lead-

ership of the DPR in June–July, before being progressively replaced by 

Ukrainian nationals since mid-August.

2.4    Integration of volunteers and institution building in the Donbass

The Ukrainian government’s efforts to register and integrate the volun-

teer battalions into regular security forces partially resolves the issue of 

post-conflict demobilization (Euromaidan Press, 2014d; ICTV, 2014). This 

process gives legal responsibility to the Ukrainian authorities for the con-

duct and rights of the volunteers, which comes with high costs related to 

training, equipment, and the payment of salaries and benefits. At a time of 

financial crisis the government has announced an increase in the overall 

budget allocations by USD 875 million for the armed forces and USD 395 

million for the National Guard between February and November 2014 

(GoU, 2014, p. 3). During the same period the government raised the sala-

ries for participants in the anti-terrorism operation (ATO) by 100 per cent. 

Despite the move towards regularizing volunteer battalions, reports dis-

cussed in section 3.2 of this study suggest the continuing existence and 

involvement in front-line combat of unregistered battalions, which remain 

unaccountable (see also OSCE, 2014b).
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The 2 November 2014 self-organized ‘elections’, the nomination of var-

ious ‘ministries’, and the announcement of the creation of the ‘United 

Armed Forces of Novorossiya’ are among the DPR and LPR leadership’s 

recent moves to create quasi-state institutions in the Donbass (Kiev Post, 

2014f; OHCHR, 2014e, para. 5). In addition, food and humanitarian aid 

has been distributed to the population (Clovekvtisni, 2014; Hromadske.tv, 

2014) and pensions are being paid in the wake of President Poroshenko’s 

decision to block payments of welfare benefits to residents in the conflict 

area (Kiev Post, 2014a; Ria.ru, 2014a). These moves, together with the toll 

the conflict has taken on the population, appear to have strengthened the 

DPR and LPR leadership. While opinion polling in the Donbass is difficult, 

surveys carried out by the Kiev International Institute of Sociology shows 

growing discontent with the government ATO operation and growing sup-

port for the separatist cause among respondents in the Donbass region 

between June and September 2014 (Figures 2.3 and 2.4).

3.    Irregular armed forces

3.1    Eastern armed groups

Reports indicate that more than 30 ‘separatist’ armed groups were oper-

ating in Eastern Ukraine as of September 2014, most of which fell under 

the DPR or LPR (see Slovoidilo, 2014a). Tables 3.1, 3.2, and 3.3, below, 

highlight some of the larger formations, but do not represent the full pic-

ture, which is widely debated, given the difficulty of taking into account 

cross-border movements. Aside from the major groups, a number of small-

er formations exist and appear to be criminally motivated. Some sourc-

es claim that these smaller groups include members of majors units who 

become involved in criminality as a side activity. As of November 2014 

Ukraine Interior Ministry sources estimated a total of 15,000–20,000 sep-

aratist fighters, while both DPR sources and the Ukrainian Ministry of De-

fense gave estimates of 30,000 combatants (Korrespondent, 2014g). Sev-

eral international sources believe the number of local fighters to be lower 

at about 10,000 combatants. While this estimate is more in line with the 

totals reported in Tables 3.1, 3.2, and 3.3, it does not take into account the 

participation of foreign volunteers in episodes of fighting noted above, the 

scale of which is difficult to assess.

The DPR and LPR are currently focused on building state-like institutions, 

including the formation of ‘United Armed Forces of Novorossiya’, as an-

nounced in September 2014 (Kiev Post, 2014f). Armed groups affiliated 

with the DPR and LPR do not share a clear common agenda, however, 

apart from their desire to engage in armed conflict with Ukrainian govern-

ment forces. Several observers note that the situation in Luhansk is gen-

erally more chaotic, due to the presence of a number of small criminally 

motivated groups that operate outside the control of the LPR’s leadership. 

Since October, however, the leaders of the main LPR-affiliated groups ap-

pear to be moving towards an increasingly unified structure, while rivalries 

between DPR commanders are said to be continuing.

Luhansk People’s Republic LPR

As of November 2014 the LPR hosted three main armed formations: the 

Novorossiya Cossacks Guard, the Prizrak Battalion, and ‘LPR Central’—an 

increasingly unified coalition of smaller groups that previously operated 

under the Army of the South-east (SEA) umbrella. Table 3.1 provides basic 

information on the first two formations along with several smaller groups, 

some of which—such as Zaria and Yugoslava—are being integrated into 

LPR Central. Additional research would be necessary to determine the 

current status of some of these smaller groups.

Table 3.1: Main armed units in the LPR

Origins and composition

The SEA was established on 7 April 2014 immediately after the emer-

gence of the separatist movement in the Luhansk Oblast (Belvpo, 2014) 

and three weeks prior to the proclamation of the LPR. It is broken into 

several semi-autonomous units of 20–500 people, each in contact with 

the commanders and founders of the self-declared LPR. The use of the 

SEA as the umbrella term for groups operating under the LPR fell out of 

favour after the 16 September announcement of the creation of the Unit-

ed Armed Forces of Novorossiya comprising both LPR- and DPR-affiliated 

forces (Kiev Post, 2014f).

As of November 2014 the estimated size of LPR forces was between 2,000 

and 4,000 fighters. In June more than 4,000 individuals were reported to 

maintain some form of contact with the group’s commanders (Liga.net, 

2014b). While Russian Federation citizens have been reported in LPR forc-

es’ ranks (Shishkin and Alpert, 2014), the majority of fighters are residents 

of Luhansk Oblast. Former Berkut special police members also belong to 

the unit (Liga.net, 2014c) and escort international observers visiting sep-

aratist-held territory. Small numbers of Serbian ‘Chetnik volunteers’ have 

also reportedly joined (Bacchi, 2014). Sources note a shift in the profile of 

combatants in Luhansk as of late August. They wore newer uniforms and 

had new, blacked-out equipment, but no insignia

Leadership

As of November 2014, LPR groups fell under the command of LPR presi-

dent Igor Plotnitsky, who was appointed following the 2 November LPR-or-

ganized elections. A native of Luhansk, Plotnitsky held the rank of reserve 
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major in the Soviet armed forces until 1991. He was previously the LPR’s 

prime minister after Valeriy Bolotov’s resignation on 14 August, and also 

served as defence minister and top military commander of the LPR from 

May to August 2014 (Kiev Post, 2014c). The LPR’s defence minister, Oleg 

Burgov, is also a commander of Plotnitsky’s Zaria/Dawn Brigade. Igor Kor-

net is the LPR’s interior minister.

Valeriy Bolotov held the title of prime minister until Plotnitsky’s nomina-

tion in mid-August. Bolotov helped to orchestrate the seizure of the SBU 

office in the city of Luhansk in April 2014 and then appointed himself as 

the ‘people’s governor’ (MK95net, 2014). Previously, Bolotov was a chair-

man of the local airborne veterans’ union and a sergeant reservist (Nasha 

Gazeta, 2014). Bolotov resigned from his post on 14 August, citing injuries 

sustained in the fighting (Sputnik, 2014c).

Alexei Mozgovoi is the commander of the ‘Ghost’ unit (aka Prizrak Battal-

ion) and reportedly ‘defected’ from the LPR to the DPR after an argument 

with Valery Bolotov. He was once a construction worker (BBC, 2014e). He 

reportedly has met with Russian Federation members of parliament and 

has recently gained notoriety for issuing death sentences in the frame-

work of ‘people’s tribunals’ and for advising local women to stay at home 

(Eremenko, 2014). Mykola Kozitsin is a Cossack commander who joined 

forces with the LPR and declared himself ‘Ataman’ of the Don Cossacks. 

He appears to be unpopular with the rest of the LPR leadership (Censor, 

2014b).

Areas of control/activity

LPR forces are strongest in the southern areas and especially along the 

Russian Federation border. By 3 September the pro-Russian separatists 

had managed to regain control over the positions they abandoned at 

the end of July 2014 (Economist, 2014). At the end of September 2014 

Ukrainian forces began withdrawing troops from a 15 km buffer zone, but 

fighting has continued (Balmforth, 2014; RFE/RL, 2014b), in particular at 

the Donetsk airport. There, DPR forces remain entrenched in civilian areas 

that the Ukrainian military continues to fire on (Interpreter, 2014c)

Sources of financing and support

Several reports suggest Russian Federation support for the LPR. On 8 May 

2014 Vladimir Zhirinovsky, head of the Liberal Democratic Party of the 

Russian Federation, allegedly oversaw the delivery of several GAZ Tigr in-

fantry mobility vehicles (KP.ru, 2014b). On 20 May two T-64s and five 

other AFVs allegedly entered Ukraine via the Krasnodon border crossing. 

Citing videos on social media, the US State Department reported on 14 

July that even more armoured vehicles crossed the border from the Rus-

sian Federation at Krasnodon on 11 July (USDOS, 2014). Finally, in August 

2014 an Associated Press team in the region observed the further transit 

of Tigrs and KAMAZ trucks carrying small arms ammunition (they were 

unable to determine the specific types, however). Local separatist fighters 

told Associated Press that these supplies came from the Russian Federa-

tion and that they have no trouble reaching the region (Chernov, 2014). 

According to the commander of the Leshego Battalion, humanitarian aid 

began arriving over the summer from the Russian Federation, but 90 per 

cent of the separatists’ armaments were captured from Ukrainian fighters 

(Gazeta, 2014a).

Command and control; discipline

LPR forces are reputedly fairly disciplined in comparison with other 

pro-Russian Federation militias.

LPR leaders and activists claim that strict discipline is in place with respect 

to ‘weapons, alcohol, and other […] deeds that reflect negatively on the 

character of the fighters’. The group asks civilians to report any incidents 

of misconduct to a hotline (Lugansk Livejournal, 2014). Fighters affiliated 

with the LPR wear the St. George ribbon—black and orange stripes—which 

is one of the main symbols of the separatist movement. There is no dis-

tinct battledress beyond this.

The majority of its fighters do not have formal military training, however, 

while a number of incidents suggest internal tensions and the lack of a ver-

tical command structure. In June 2014, LPR prime minister Valery Bolotov 

accused two commanders—Aleksei Mozgovoi of the Prizrak Battalion and 

Mykola Kozitsin—of avoiding combat and deserting their posts, suggest-

ing internal tensions (Lugansk Online, 2014a; 2014b). A public statement 

issued by the LPR asserted that Mozgovoi was not a leader of LPR forces, 

but merely a unit commander (Lugansk Online, 2014c). Valery Bolotov and 

Mozgovoi engaged in this back and forth for weeks before the latter an-

nounced he would not take orders from Bolotov any longer and switched 

allegiance to the DPR (Informator, 2014a).

The LPR is often quite vocal about the ‘decisive measures’ it would take 

against commanders who lack discipline (Lugansk Online, 2014b; News2, 

2014). On 16 June Bolotov announced that the LPR had created a SMERSH 

unit for internal policing (RBC, 2014a). LPR (and DPR—see Sneider, 2014) 

leaders have repeatedly stated that looting is an offense punishable by 

death (Novoston, 2014). According to local reports, a number of fighters 

have been executed for looting in Krasny Lutch and Luhansk (Informator, 

2014b). LPR officials have disseminated statements that those who refuse 

to fight will be executed, although no executions have been reported (In-

formator, 2014c).
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Donetsk People Republic DPR

Origins and composition

Igor Girkin (alias Strelkov), the former leader of the so-called ‘Slavyansk 

Unit’, formed his group in Crimea shortly after its annexation by the Rus-

sian Federation in late March 2014. Girkin claimed that about half of the 

fighters in his group were either citizens of the Russian Federation or res-

idents of Crimea. When this group left Crimea for mainland Ukraine, it 

consisted of only a couple of dozen fighters at most, but by the end of 

June 2014 membership had risen to 2,000 (KM.ru, 2014). A few Czechs, 

Hungarians, Poles, French, Spaniards, and Serbians are represented among 

the fighters’ ranks, but the exact number is unknown. Girkin’s formation 

was first known as the Slavyansk Unit because the city of Slavyansk was 

its main base until July. It then became the largest rebel formation in the 

DPR and formed the core of the Donbass People’s Militia (Zavtra, 2014).

The Oplot police battalion consists of approximately 500 men based in 

Donetsk. It was originally an anti-Maidan activist group based out of 

Kharkiv. Oplot routinely clashed with Maidan demonstrators in the winter 

of 2013–14 (BBC, 2014b) and took over guard duties of several enter-

prises in Donetsk for protection money after the DPR was formed (Reid, 

2014). Alexander Zakharchenko, currently president of the DPR, is still 

nominally the unit’s commander. Oplot fought in the battles of Ilovaisk and 

Donetsk airport, but has since become better known for an embarrassing 

video of its members engaged in a drunken brawl. Oplot members also se-

cured the site of the MH17 crash in July 2014 (Corriere della Serra, 2014). 

The unit’s members sometimes wear a red shield with the unit name and a 

rhinoceros on it, which is also applied to their armoured fighting vehicles.

Igor Bezler, known locally as ‘The Demon,’ is a Russian Federation national 

from Crimea in command of 500 militiamen. He reportedly returned to 

Crimea after having suffered a series of military defeats (Sharkov, 2014; 

Shidlovska, 2014).

Led by a resident of Abkhazia with the nom de guerre ‘Givi’, the Somali 

Battalion has been particularly involved in the siege of Donestk airport 

(La Dépêche, 2014; LifeNews, 2014a; NovorossiaTV, 2014b; 2014c). The 

unit’s numbers are unknown. Its fighters generally do not wear any iden-

tifying markings (although they have a flag; see Blogdog, 2014), but their 

camouflage seems to be standardized and matches that of other DPR units.

Recruits in the DPR have reportedly included criminals released from 

local prisons, unemployed men with little formal education, and former 

Ukrainian law enforcement officers. DPR sources explain that their com-

batants are mainly local workers who took up arms. Unit commanders are 

said to have a low opinion of the local recruits, referring to them in con-

versation as pushochnoe pyaso (literally, ‘cannon fodder’). International 

observers describe separatist fighters as mainly unemployed, uneducat-

ed men. Locally recruited combatants are used mainly to man roadblocks 

while the more professional units carry out the fighting. That said, DPR re-

cruiters have invested heavily in local recruitment campaigns that include 

posters and radio broadcasts together with other, more coercive methods.

As in Luhansk, sources point out that suspected Russian Federation-origin 

units were noticeable in the city of Donetsk in late August because they 

were young, shaved, had identical uniforms (although no insignia), and 

good equipment (freshly painted), in sharp contrast with the local armed 

groups.

Leadership

Alexander Zakharchenko, a Ukrainian national born in Donetsk, became 

the head of the DPR after the 2 November separatist-organized elections. 

Formerly a low-ranking militiaman, he was promoted to various security 

posts in the DPR and succeeded Alexander Borodai as prime minister from 

7 August. Vladimir ‘Tsar’ Kononov, also a Ukrainian national, is the LPR’s 

defence minister. The interior minister is Oleg Birches (DPR, 2014).

Until 26 July 2014 Igor Girkin, known as Strelkov, was formally in control of 

all armed groups in the DPR. Strelkov is a pseudonym that means ‘rifleman’ 

or ‘shooter’—Girkin has also been nicknamed ‘The Tsar’. He had previously 

served in the Russian Federation FSB on counterterrorism assignments 

in Chechnya. The EU and Ukrainian government asserted he was work-

ing for Russia’s Main Intelligence Directorate (GRU) (BBC, 2014c). Girkin 

stated that he served in the Russian mercenary company ‘Tsar’s Wolves’ 

alongside the Serbian military in Bosnia from 1992 to 1993 (Mezzofiore, 

2014). The Russian human rights organization Memorial accused him of 

taking part in the forced disappearances of Chechens in the early 2000s 

(Jamestown, 2014a).

Following the departure on 7 August of DPR prime minister Alexander 

Boroday for the Russian Federation, Girkin’s position in the DPR hierar-

chy became unclear (Interpreter, 2014a). He announced that he would no 

longer issue official dispatches, but he continued to appear at press con-

ferences throughout August. Orders were still released in his name to DPR 

forces for several weeks (Icorpus, 2014). As of September 2014 Girkin was 

back in the Russian Federation and residing in Moscow (Moscow Times, 

2014).

Boroday, who reportedly served alongside Transnistrian separatists in 
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1992, is a Russian businessman (Franchetti, 2014). Another Russian nation-

al, Vladimir Antyufeyev, was then put in charge of the civil administration 

of the DPR (Euromaidan Press, 2014b; Interpreter, 2014b; National Post, 

2014). Antyufeyev, alias Vadim Shevtsov, is a Russian citizen and former 

Special Purpose Mobile Unit officer who was wanted by the authorities 

of Latvia and Moldova for his activities in both countries (Kramer, 2014; 

National Post, 2014; Salem, 2014a). Antyufeyev led the Transnistrian KGB 

from 1992 to 2012 and has put some of his associates from that time in 

positions of power in Donetsk (Chalupa, 2014; Jamestown, 2014b; Kiev 

Post, 2014c). He reportedly left Donetsk in September 2014 (Interpreter, 

2014e).

Commander Igor Bezler has also left the DPR after his 500-man unit in 

Horlivka took heavy losses in battles with the Ukrainian military. He is a 

Russian Federation citizen from Crimea (Segodnya, 2014b).

Areas of control/activity

The DPR’s main territory occupies a boot-shaped area within the Donetsk 

region (Offiziere.ch, 2014; Hvylya, 2014). The town of Kasnohorivka forms 

the toe of the boot (pointing west), while Noviy Svit is the heel, facing east. 

The backstay of the boot runs straight up from Noviy Svit to the MH17 

crash site and then heads west towards Horlivka and Debaltseve in a line 

that form the boot’s collar. The tongue of the boot extends south from 

Horlivka to the Donetsk train station and Kuibyshivskyi District before 

jutting outward to take in Kasnohorivka. Avdiivka, an area between Hor-

livka and Donetsk, is contested by DPR units and the Ukrainian armed 

forces, including pro-Kiev volunteer battalions. To the south-east, govern-

ment forces have clashed with separatists near Shakhtyarsk and Noviy 

Svit (Parfitt, 2014). Although the DPR was nearly cut in two by a Ukrainian 

military offensive in mid-August 2014, it had regained its lost territory by 

October 2014. It is unclear under whose authority the contested eastern 

areas between the DPR and LPR—including the MH17 crash site—fall now 

that Ukrainian forces have been driven south to Mariupol.

By September the DPR had regained control of the entire highway between 

Novoazovsk and Donetsk and its units were trying to retake the airport 

in Donetsk (Slovoidilo, 2014b). Pro-Russian militia backed by volunteer 

Russian military advisers, food supplies, and heavy equipment reported-

ly entered Ukraine near Novoazovsk (Judah, 2014; Salem, 2014c). These 

units took control of the key positions in the villages located alongside the 

Rostov–Mariupol highway in a day, forcing the Ukrainian forces to retreat 

through Bezymennoe (Warfiles.ru, 2014a), Shirokino, and Kominternovo 

(Inforesist, 2014). The withdrawal was followed by tank battles and led to 

civilian casualties. By 21 September Ukrainian forces were struggling to 

hold onto their positions near the village of Talakovka (Gordunua, 2014).

Sources of financing and support

DPR officials have denied receiving weapons from the Russian Federa-

tion, although after their retreat from Slavyansk they appealed for Russian 

Federation military aid. According to Girkin, many of the weapons in circu-

lation with DPR militias were captured from the Ukrainian 25th Airborne 

Brigade and the SBU. The Guardian and Financial Times both report that 

Russian Federation oligarch Konstantin Malofeev funded Girkin’s Crime-

an activities (Luhn, 2014c; FT, 2014). According to a source close to the 

former Yanukovych government, the group also initially received financial 

support from Yanukovych’s family and his loyalists. This was reportedly 

done out of a combination of spite for the new authorities in Kiev and as 

insurance against illegal appropriation of the holdings of those involved in 

Donetsk.

Established at the initiative of Igor Girkin, the Novorossiya Humanitarian 

Battalion fundraises for separatist militias in the DPR (Pravda, 2014d). It is 

privately funded, much like the way in which Ukrainian associations sup-

port pro-Kiev volunteer units. It includes a large on-the-ground effort in 

Donetsk and an online fundraising presence in Ukraine, the Russian Fed-

eration, and (to a limited extent) Germany (Richter, 2014). According to 

sources, DPR fighters receive food and accommodation, but no pay. Their 

trainers/instructors, often Russians and Ossetians, are comparatively 

wealthy. DPR forces are also reported to occupy and use factories in Do-

netsk owned by Ukrainian billionaire Rinat Akhmetov to repair armoured 

vehicles and weapons (Baczynska, 2014b).

Command and control; discipline

Pro-Russian Federation foreign fighters in the DPR usually dress in military 

uniforms without insignia, but may sometimes wear white armbands and 

paint white symbols on their vehicles. Local fighters do not wear uniforms, 

but tend to wear the black and orange St. George ribbon for identification 

purposes. A journalist covering the conflict area explained that discipline 

at separatist checkpoints is not strong and that fighters can be aggressive.

The Vostok Battalion is the only unit that did not take a loyalty oath to the 

DPR, although it operates in DPR-controlled territory. It first emerged in 

Donetsk on 9 May 2014, shortly before the referendum. Vostok comprises 

a mixed group of volunteers from Chechnya, North Ossetia, and other parts 

of the Russian Federation (Baczynska, 2014a; nr2.com.ua, 2014; Obozre-

vatel, 2014). The group also includes Ukrainians who previously served 

with the SBU’s ‘Alpha’ police unit and the Berkut special police, several of 

whom were reportedly captured by the Ukrainian military  .....                                                                                                       
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This is an extract from the peer-reviewed report I co-authored-
while commissioned as an investigative researcher by Stockholm 
International Peace Research Institute & Belgian think-tank Grip.
Over the course of six months, I drafted twenty specific com-
pany profiles identifying key air-cargo logistic providers directly 
involved in conflict facilitation in the Horn of Africa. I also pro-
duced an in-depth analysis of the conditions that create a fa-
vourable environment for large scale trafficking operations. This 
investigation relied on OSINT research, database mapping, free-
dom of information requests, correspondences with state au-
thorities and interviews in the field. Research includes extensive 
overview of Erik Prince expansion in East Africa and the conse-
quences of this expansion for the local communities. Full report 
is not published but can be made avaliable for internal circula-
tion.
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Le transport aérien joue depuis de nombreuses années un rôle clé dans les 

transferts déstabilisants, voire illicites, d’armements (et significativement 

d’armes légères et de petit calibre) à destination du continent africain.

Structure du rapport

Ce rapport est divisé en six sections principales.

La partie introductive présente les objectifs principaux de l’étude ainsi que 

le champ d’application de l’étude et ses principales limites ; elle expose 

également le cadre méthodologique qui a guidé les experts tout au long 

de l’étude.

La deuxième section fournit des clés de lecture pour mieux comprendre les 

dynamiques des transferts (légaux ou non) d’armements par voie aérienne 

: elle détaille d’abord les grandes étapes d’une transaction d’armement 

par voie aérienne avant de présenter les caractéristiques qui font que le 

transport aérien est privilégié par beaucoup d’opérateurs (notamment sur 

le continent africain) aux autres types de transport. Enfin, elle expose le 

paradoxe du secteur aérien qui, bien qu’il soit particulièrement contrôlé, 

reste particulièrement attractif pour les acteurs du marché gris ou noir des 

transferts d’armements.

La troisième partie présente les principaux « points chauds » connus pour 

leur implication présente (ou récente) dans les transactions déstabilisantes 

d’armements par voie aérienne de et vers l’Afrique. À l’aide de deux cartes, 

il met entre autres en évidence les principaux pays d’origine des livraisons, 

les pays de transit ou de détournement, les pays de destination ainsi que 

les pavillons de complaisance. Elle souligne ensuite les raisons qui font des 

Émirats arabes unis (EAU) un centre névralgique pour les opérations de 

fret aérien sur le continent africain et au niveau mondial.

La quatrième section décrit les modes opératoires et les techniques de 

contournement les plus fréquemment utilisés par les compagnies aéri-

ennes impliquées dans des transactions déstabilisantes d’armes. Elle 

présente ainsi les quatre catégories principales de types de livraisons 

déstabilisantes (détournements post-livraison, détournements au point 

de départ, transferts illicites par contournement et transferts illicites par 

dissimulation) en les illustrant à chaque fois par un ou plusieurs exemples 

récents. Elle détaille ensuite (également à l’aide de nombreux exemples) 

la façon dont les documents de transport et de transfert indispensables 

requis par les différentes autorités et administrations sont falsifiés ou util-

isés de manière abusive pour préserver une apparence de légalité dans un 

grand nombre de transactions suspectes.

La partie suivante expose les principaux indicateurs qui, combinés, per-

mettent d’identifier une compagnie ou une transaction potentiellement 

suspecte ou déstabilisante (à savoir, le type d’avion, le pays où il est im-

matriculé, le propriétaire actuel ou récent, les plans de vols et l’itinérai-

re, la destination finale et l’utilisateur final, l’implication de courtiers et la 

multiplication d’acteurs différents dans une même transaction et enfin, 

la cohérence des documents de contrôle et de transport). Elle propose 

ensuite une typologie des compagnies aériennes actives sur le continent 

africain sur la base des compagnies analysées dans le cadre de cette étude.

La sixième partie avance une catégorisation des principaux types d’utilisa-

teurs finaux, d’intermédiaires et d’équipements qui sont concernés par les 

cas analysés dans cette étude. Elle se penche ensuite sur la question des 

transferts intra-africains par voie aérienne et les dynamiques qui lui sont 

propres, que l’on peut identifier sur la base des informations actuellement 

disponibles.

Par la suite, le rapport expose les principales conclusions de l’étude et 

avance les perspectives identifiées en matière de transferts déstabilisants 

d’armements par voie aérienne sur le continent africain.

Enfin, le rapport contient deux annexes permettant au lecteur d’appro-

fondir l’étude. L’annexe I présente les fiches de profilage des principales 

compagnies aériennes qui ont été étudiées et sur la base desquelles ont 

été établies les principales tendances identifiées. L’annexe II expose en-

suite les caractéristiques techniques des avions les plus souvent rencon-

trés dans le cadre de cette étude.

Objectifs et champ d’application de l’étude

Objectifs de l’étude

L’objectif principal de ce rapport est de présenter un état des lieux des 

compagnies aériennes impliquées dans des transferts d’armes déstabil-

isants sur le continent africain.

Plus spécifiquement, cette étude vise à :

Identifier les principales compagnies impliquées en analysant leur struc-

ture, leurs principaux responsables, leurs bases de fonctionnement, leurs 

modes opératoires, le type de transaction dans lequel elles sont impli-

quées, le type de matériel qu’elles transportent, les réseaux dont elles font 

partie, etc. ;

Identifier les modes opératoires les plus significatifs et les plus utilisés de 

ces compagnies pour ces livraisons déstabilisantes, notamment les tech-

niques de détournement et de contournement ou encore l’utilisation 

frauduleuse de documents de transferts et de transport ;
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Présenter une liste d’indicateurs permettant d’identifier une transaction 

potentiellement déstabilisante ;

Établir une typologie des compagnies aériennes les plus fréquemment im-

pliquées dans ce genre de transaction sur le continent africain ;

Analyser les différents types de destinataires, d’intermédiaires et d’équi-

pements qui sont concernés par ce type de transactions ; et

Présenter les principales tendances dans le secteur et esquisser les per-

spectives pour le futur.

Champ d’application et limites de l’étude

Ce document est le rapport final de de l’Étude Prospective Stratégique 

2013/61 intitulée                           « Les compagnies aériennes impliquées 

dans le trafic d’armes sur le continent africain – État des lieux et perspec-

tives ».

Au-delà de ce titre aux contours a priori bien définis, il est important de 

souligner le champ d’application de cette étude et les limites qu’elle com-

porte à différents niveaux. Plusieurs éléments doivent ainsi être pris en 

compte :

Les limites géographiques ;

Le type de transferts ;

Le type de compagnies.

Limites géographiques

Le rapport (ainsi que les fiches relatives aux compagnies aériennes impli-

quées dans des transferts d’armes potentiellement déstabilisants) se fo-

calise sur les compagnies de fret aérien impliquées dans des transferts 

d’armes en provenance, en transit ou dont la destination finale se trouve 

sur le continent africain. Une attention plus particulière a été apportée aux 

zones géographiques suivantes :

L’Afrique de l’Ouest (particulièrement le Burkina Faso, la Côte d’Ivoire, la 

Guinée-Bissau, la Guinée Conakry, la Guinée équatoriale, le Nigeria, le Li-

beria et la Sierra Leone)

La Corne de l’Afrique (principalement, Djibouti, l’Érythrée, l’Éthiopie, le 

Kenya, la Somalie et le Yémen)

L’Afrique centrale et la région des Grands Lacs (particulièrement, le Burun-

di, l’Ouganda, la République centrafricaine, la République démocratique 

du Congo, le Rwanda et la Tanzanie)

Le Sahel (principalement, la Libye, le Niger, le Soudan, le Soudan du sud et 

le Tchad).

Type de transferts

Ce rapport se penche sur les transferts dits potentiellement « déstabil-

isants » et se ne limite pas aux transactions purement illégales. Un trans-

fert déstabilisant peut être légal et dûment autorisé par le gouvernement 

exportateur et celui du pays récipiendaire et ce, bien qu’il pose un certain 

nombre de questions quant au risque pour la sécurité et la stabilité de ce 

pays ou de la sous-région. Élargir l’étude aux transferts potentiellement 

déstabilisants permet donc de couvrir un spectre beaucoup plus large 

d’activités et d’acteurs et donc de dresser un panorama plus complet et 

étoffé de la situation.

De plus, dans la très grande majorité des cas étudiés, il est généralement 

difficile, voire impossible, d’établir la nature légale ou non de la transaction 

en question. Cela tient tant à l’insuffisance des informations disponibles 

qu’à l’insuffisance ou l’inexistence de cadres juridiques adéquats permet-

tant de distinguer ce qui est légal de ce qui ne l’est pas.

Type de compagnies étudiées

Cette étude se penche de manière privilégiée sur les compagnies de fret 

aérien. C’est en effet le type de compagnies le plus fréquemment utilisé 

pour transférer de l’armement léger et certains types d’armements lourds 

sur le continent africain.

Pour toute une série de raisons exposées plus bas, il existe désormais une 

masse importante d’informations disponibles sur les compagnies de trans-

port commercial ayant des activités vers ou en Afrique, ce qui facilite le 

travail d’investigation et d’enquête sur les compagnies impliquées dans 

des transactions potentiellement déstabilisantes.

Les transferts effectués au moyen d’avions militaires ne sont pas pris 

en considération dans ce rapport. D’une part, ce type de transfert est 

généralement autorisé et supervisé par les gouvernements du pays ex-

portateur et du pays destinataire et est donc moins susceptible de rentrer 

dans la catégorie des transferts illicites, voire illégaux (bien qu’il puisse 

s’agir dans certains cas de transferts déstabilisants). D’autre part, il est de 

manière générale beaucoup plus difficile d’obtenir et de collecter des in-

formations et d’enquêter sur ce genre de transactions, notamment parce 

que les bases de données du transport aérien (qui représentent un élé-

ment essentiel de cette étude) ne couvre pas ce genre de transactions et 

se penchent principalement sur le fret aérien.
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En outre, il arrive que des transferts déstabilisants soient effectués via des 

compagnies aériennes de transport de passagers. Ce cas semble toutefois 

moins fréquent, notamment parce que ces compagnies sont généralement 

peu enclines à accepter de transporter de l’équipement militaire, pour des 

raisons de place disponible dans les avions, de sécurité pour les passagers 

(dans le cas de transport de munitions) ou encore de difficulté à masquer 

(ou, au moins, rendre la plus discrète possible) la cargaison.

Méthodologie

L’analyse et les conclusions de cette étude sont basées sur une méthod-

ologie spécifiquement établie pour l’étude du trafic d’armes par voie aéri-

enne, laquelle a déjà été utilisée lors de projets de recherche précédents. 

Elle se base sur l’analyse empirique, le recours à un réseau étoffé d’experts 

et de chercheurs sur le trafic d’armes et l’aviation civile et l’exploitation 

extensive de bases de données.

Bien que l’équipe de recherche ait apporté le plus grand soin à ses inves-

tigations et que ses sources aient été approfondies, vérifiées et croisées 

autant que possible, il faut souligner que les informations disponibles ne 

permettent que rarement de fournir des preuves de l’implication de l’une 

ou l’autre compagnie dans des trafics d’armes (à savoir, des activités pure-

ment illégales). Ces informations servent avant tout d’indicateurs qui, une 

fois croisés, donnent un cadre affiné et précis d’évaluation des risques. 

Sur cette base, l’équipe de recherche peut identifier des compagnies aéri-

ennes soupçonnées d’avoir été impliquées dans des transferts potentielle-

ment déstabilisants.

Principaux axes méthodologiques

Les grands axes de la méthodologie de l’étude sont :

les renseignements de source ouverte ;

les données de contrôle du trafic aérien ;

les consultations avec les Panels d’experts et les missions des Nations 

unies ;

le recours à la communauté d’assistance humanitaire ;

l’entretien avec d’autres sources d’information ;

l’utilisation de bases de données.

Renseignements de source ouverte

Les experts ont mené une étude la plus complète possible des renseigne-

ments disponibles en source ouverte (open source intelligence – OSINT) 

afin d’identifier toutes les compagnies de fret aérien (ainsi que leurs cap-

itaux) impliquées dans des transferts déstabilisants d’armes à destination 

de l’Afrique au cours des dernières années.

Plusieurs sources d’information ont ainsi été croisées pour nourrir l’étude 

: entre autres, les rapports des Panels d’experts des Nations unies, les 

études réalisées par des centres de recherche et organisations non gou-

vernementales autres que les auteurs (entre autres, Amnesty Internation-

al, Small Arms Survey, IPIS, etc.), les études réalisées par ou au profit d’or-

ganisations internationales ou régionales (notamment SEESAC, l’UE) ou 

encore, la presse nationale et internationale.

Les experts ont également travaillé en étroite collaboration avec leurs ré-

seaux de « spotters » d’aéronefs basés dans divers pays d’Europe, du Moy-

en-Orient et dans les États africains, ainsi que leurs réseaux de « spotters » 

de radars aériens basés en Europe et dans le bassin méditerranéen. Cette 

collaboration permet de croiser les informations des mouvements d’avi-

ons avec les données de vols. De plus, le SIPRI et le GRIP ont examiné les 

vastes bibliothèques de photographies aériennes détenues par les réseaux 

de « spotters » afin d’identifier et confirmer les changements d’immatricu-

lation des avions, leur livrée (couleurs et marques) ainsi que leur localisa-

tion à un endroit et à un moment spécifique. Enfin, les experts ont utilisé 

extensivement les sites de discussion de pilotes existants sur Internet en 

anglais, français, russe et ukrainien.

Les données de contrôle du trafic aérien

Les données de contrôle du trafic aérien sont un élément essentiel de 

toute étude approfondie sur les compagnies aériennes impliquées dans le 

trafic d’armes. Grâce à la Décision du Conseil de l’Union européenne sur 

le trafic d’armes par voie aérienne, le SIPRI et le GRIP ont développé un 

réseau unique d’experts, comprenant notamment des représentants offi-

ciels de l’aviation civile et du contrôle aérien ayant accès à des données 

de vols concernant de nombreuses régions dont l’Europe de l’Est, le Moy-

en-Orient et l’Afrique. Ce réseau fournit très souvent des informations 

sur le risque initial quant à l’occurrence des vols suspects impliquant des 

compagnies de fret émergentes ou inconnues jusqu’alors.

Consultations avec les Panels d’experts des Nations unies et les missions 

des Nations unies

Le SIPRI et le GRIP ont établi de très bonnes relations de travail et de con-

fiance avec différents membres des Groupes d’experts des Nations unies, 

encore en activité ou non, ainsi qu’avec des personnes travaillant dans 

de nombreuses missions des Nations unies et de l’Union africaine. Ces 

contacts ont été utilisés pour obtenir de plus amples informations non 

disponibles dans le domaine public sur les vols suspects et les compagnies 
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douteuses.

Recours à la communauté d’assistance humanitaire

Grâce au projet EthicalCargo, le SIPRI a établi d’excellentes relations avec 

un certain nombre d’agences humanitaires internationales. Celles-ci con-

tactent régulièrement la ligne d’assistance EthicalCargo pour obtenir des 

informations sur les transporteurs de fret aérien avant de faire appel à 

leurs services. Ces interactions continues lui fournissent également de 

nombreux documents, puisque les compagnies de fret aérien ou les court-

iers associés soumettent des documents d’immatriculation des aéronefs 

et des documents d’assurance aux organisations humanitaires et à leurs 

prestataires de services de vols commerciaux dans le cadre de toutes les 

procédures d’appels d’offres. Dans le cadre de ce projet, ces réseaux ont 

été mis à profit pour affiner l’étude ainsi que les études de cas.

Entretiens avec d’autres sources d’information

Tout au long de l’étude, les experts ont mené des entretiens avec d’autres 

sources d’information afin d’alimenter et de compléter les autres méth-

odes d’enquête utilisées dans le cadre de ce projet. Cette étape de la re-

cherche permet notamment d’acquérir des preuves documentaires (sous 

la forme de photographies ou de données de trafic aérien) en vue d’étayer 

les affirmations en provenance d’autres sources d’information.

Utilisation de bases de données spécialisées

Le SIPRI et le GRIP ont utilisé une grande variété de bases de données 

spécialisées. Il s’agit notamment des bases de données établies par le SI-

PRI sur le trafic d’armes par voie aérienne, ainsi que d’autres bases de don-

nées répertoriant les propriétaires et les exploitants des aéronefs et celles 

relatives aux flottes aériennes. L’analyse de ces informations est basée sur 

une combinaison d’exploitation documentaire, d’entretiens croisés avec 

les différentes sources d’information ainsi que l’analyse des données de 

vols.

À l’aide des différentes bases de données et d’autres informations ob-

tenues au cours de l’étude, les experts ont comparé et complété les rensei-

gnements de source ouverte recensés par ailleurs. Cela permet de dresser 

un panorama le plus complet possible des compagnies de fret aérien impli-

quées dans des trafics d’armes en Afrique lors des dernières années.

Transferts d’armes par voie aérienne : 

quelques clés de compréhension

Ce chapitre présente les principales dynamiques des transferts (légaux 

ou non) d’armements par voie aérienne. Pour cela, il développe d’abord 

les grandes étapes d’une transaction d’armement par voie aérienne ainsi 

que les principaux acteurs impliqués et les documents de transport et de 

transfert requis à chacun de ces stades. Il esquisse ensuite ce qui rend le 

transport aérien si attractif (notamment par rapport aux autres moyens de 

transport) pour les acteurs désireux de mener des transferts d’armes ayant 

des effets potentiellement déstabilisants, notamment sur le continent af-

ricain. Il présente enfin la situation paradoxale du transport aérien qui, en 

dépit des multiples mesures de contrôle existantes, s’avère particulière-

ment adapté à la réalisation de transactions déstabilisantes, voire illicites.

Les principales conclusions de ce chapitre :

De manière schématique, les principales étapes d’un transfert d’armes sont 

les négociations contractuelles, la préparation de l’exportation, le transfert 

physique par voie aérienne et la livraison. Un transfert d’armements par 

voie aérienne est une transaction complexe qui s’inscrit dans un contexte 

spécifique et qui implique un nombre variable d’acteurs à ces différentes 

étapes.

Le transport aérien présente des atouts qui expliquent qu’il est souvent 

privilégié par rapport au transport maritime et qui en font le mode de 

transport de prédilection pour les livraisons déstabilisantes d’armements : 

flexibilité, impératif d’urgence et de rapidité, facilité pour atteindre le des-

tinataire final et possibilité de contournement.

À ces avantages, s’ajoutent certaines pratiques inhérentes à l’ensemble 

du secteur du transport aérien qui le rendent attractif pour les acteurs 

du marché gris ou noir, notamment sur le continent africain, à savoir : la 

complexité des rôles des acteurs du transport, la pluralité des cadres ju-

ridiques, la difficulté de garantir une surveillance radar, la faiblesse des 

contrôles au sol et les pratiques en matière de location, de changement de 

propriété et d’immatriculations des aéronefs.

Les grandes étapes d’une transaction d’armements par voie aérienne

Chaque transaction d’armement, qu’elle implique ou non l’utilisation du 

vecteur aérien, est unique et s’inscrit dans un contexte spécifique (compte 

tenu de l’identité des clients, de leurs besoins particuliers, de la nature du 

matériel livré, des impératifs logistiques que la nature de ce matériel peut 

imposer, du contexte national dans le pays exportateur ou dans le pays 

destinataire, des capacités des intermédiaires, etc.). Le nombre et la qual-

ité des acteurs impliqués varient également grandement d’une transac-

tion à l’autre (exportateur, importateur, une ou des sociétés de transport, 

une ou des sociétés d’intermédiation, un ou plusieurs États de transit, des 

agents de transport, des transitaires, etc.).
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On peut cependant définir un modèle type de transaction d’armements 

par voie aérienne en cinq étapes principales :

Les négociations contractuelles ;

La préparation de l’exportation ;

Le transfert par voie aérienne ;

Le transit ;  

L’importation et la livraison.

Pour chacune des étapes sont brièvement présentés les acteurs les plus 

susceptibles de jouer un rôle significatif ainsi que les principaux documents 

nécessaires pour le bon déroulement de la transaction (pour plus d’infor-

mations sur les documents de transferts et de transport et l’utilisation qui 

peut en être faite dans le cadre de transactions aux effets déstabilisants, 

voir section 3.2 « Utilisation de documents »).

Négociations contractuelles

Les négociations contractuelles sont la première étape de tout transfert 

d’armes. Elles impliquent plusieurs acteurs, dont le vendeur (qui peut 

également être le fabricant), l’acheteur potentiel ainsi que l’intermédiaire. 

Il s’agit à ce stade de prendre une décision sur les termes principaux de la 

transaction : à savoir, le type de marchandises achetées et à quel prix (et 

sous quelles conditions), le programme de financement ainsi que le pro-

gramme de transport du matériel.

Certains pays (exportateurs) requièrent parfois qu’une licence de négoci-

ation soit demandée avant d’entame tout dialogue. Dans ce cas, ce sont 

généralement les autorités en charge de l’octroi des licences d’exporta-

tions qui délivrent également l’autorisation de négociation.

Préparation de l’exportation

Une fois les négociations contractuelles terminées (ou en voie de final-

isation), des démarches sont entreprises pour préparer l’exportation ef-

fective. Cette étape comprend, entre autres, l’obtention des autorisations 

nécessaires (comme le certificat d’exportation), l’emballage ou la mise à 

bord d’un moyen de transport du matériel, son transport vers le point de 

chargement sur un moyen de transport international et le dédouanement 

du pays exportateur. Un nombre plus large d’acteurs est ici impliqué : l’ex-

portateur (qui peut aussi être le fabricant), l’intermédiaire, le transitaire, un 

ou plusieurs transporteurs (aérien, terrestre ou maritime), un agent d’en-

treposage dans le point à partir duquel le matériel est exporté hors des 

frontières du pays exportateur (dans ce cas-ci, un aéroport).

C’est à ce stade qu’est octroyée la plupart des documents de transferts et 

de contrôle nécessaires à l’autorisation de la transaction par les autorités 

en charge du contrôle des transferts, des autorités de transport aérien et 

des autorités douanières du pays exportateur. Parmi les documents qui 

peuvent être demandés, il y a :

la licence d’exportation ;

le certificat d’utilisation finale (ou tout autre document servant à certifier 

l’identité de l’utilisateur final) ;

la licence d’intermédiation ;

les documents d’exportation des douanes et de transport parmi lesquels la 

déclaration des marchandises, le plan de vol et la lettre de transport aérien 

;

la déclaration de marchandises dangereuses (pour les munitions et explo-

sifs) ;

les documents des transitaires (entre autres, le certificat d’origine, la de-

scription certifiée de la quantité et du type de marchandises).

Transfert par voie aérienne

Une fois les autorisations réunies, le matériel est chargé dans l’avion qui 

peut alors partir du pays exportateur vers le pays de destination finale ou, 

le cas échéant, vers le pays de transit.

Cette opération implique le transporteur aérien qui, dans le cas de transac-

tions menées par des sociétés privées, peut être la compagnie propriétaire 

de l’aéronef ou une compagnie opérant un avion affrété par la compagnie 

propriétaire.
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